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QKD Princip

Odolnost asymetrické kryptografie proti

The horizontal axis is the length of the number to be factored. The steep curve is NFS, with the marked point
, v v o at L = 768 requiring 3,300 CPU-years. The vertical line at L = 2048 is NIST’s 2007 recommendation for RSA
k vq n fo v y m p o C I tq C U m 2 key length for data intended to remain secure until 2030. The other lines are various combinations of quantum

. computer logical clock speed for a three-qubit operation known as a Toffoli gate (1Hz and 1MHz), method of
implementing the arithmetic portion of Shor’s algorithm (BCDP, D, and F), and quantum computer architecture
(NTC and AC, with the primary difference being whether or not long-distance operations are supported). The
assumed capacity of a machine in this graph is 2.2 logical qubits. This figure illustrates the difficulty of making
pronouncements about the speed of quantum computers.
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B Princip klasické symetrické kryptografie. Lok
. S‘I'CI nd q rdné ie neiVéf‘S’l’ SICI bin(] d iS‘I‘I‘i buce k | Ilée ail:l;es:’F;.o\./ir(])IlVIp?esr‘la_r;cis(gé:f;)sman, “A blueprint for building a quantum computer,” Communications of the ACM,

B Pokud je kli¢ zachycen, komunikace mize byt
desifrovdna.
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QKD podrobnéji

Zjist'uje se SoP provdzanych fotond. I
B Nejjednodussi pro pochopeni je zdkladni BB84 protokol. N iaﬁ?w_u'
B Oddélené trasy pro distribuci provdzanych fotond a datové bhoton Pofarization
prenosy.
B Distribuce kli¢O na dlouhé vzddlenosti je problematickd Jﬁ ><
B Nejvétsi problém je vzdjemnd autentizace pfi porovndvani Rectilinear Basis ~ Diagonal Basis
SoP.

. V=
Vyuziti sestavenych kli¢d pro Sifrovdani datovych pFenogtﬁggr'«w('youwbe'ComlwatCh'V L

B Opticky prenosovy systém (s kryptovacimi kartami) pro
Sifrovdani datovych prenosg.

B ETSI Key Delivery API Q 41@ ﬁ "
()

B Cache pro ukladani klico (pro vycitani dle potieby). 0 b
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https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.youtube.com/watch?v=LaLzshIosDk

Omezeni

Se vzddlenosti témér linedrné klesd mnozstvi ,,spravné doruéenych" provdzenych
paro fotond.

Data rates between Prague and different cities per 24 hours:
B Je nutné nasazeni opravnych kédu
(napf¥. LDPQC) 2l

4 | Olesna: 1.4 Gbit/day

Kralice nad Oslavou: 139 Mbit/day

Breclav: 1.4 Mbit/day

Bratislava:
1.6 kbit/day

Bit rate (bps)
=

B One-time Pad (Vernamova Sifra)

Vienna:
285 bit/day

B Nejvice bezpelné (ale nejpomaleisi).

B One-to-one bit Sifrovdni 10

20 40 60 80 100
Fiber transmission loss (dB)

| KaZdy b|t k“ée OdeVidé jednomu b|tu Zprévy. Ref: Neumann S. etc al. QUAPITAL
B Vyuziti bitd pro vytvoreni symetrické Sifry (napf¥. AES)
B A jeji vyuziti po nejkratsi moznou dobu.

B Sledovat doporuéeni NIST!



Pripady uziti a mezinarodni projekty

B Quantum Internet Use Cases (IETF RFC).
B Pfipady uziti v CR

B Jakdkoliv sluzba s vysokymi ndroky na

bezpecnost prenosu.
B Stdtni pokladna
B MOCR
B MV CR (ov&Fovani identity)

B Projekty a iniciativy .
—— Future Plans (No provider contact made yet)
B OpenQKD (Horizon 2020) - https://opengkd.eu/ V&B-
545 . pratitava TUO

OpenQKD

B QUAnNtum Photonic Intercity TrAnsmission Lattice ">
(QUPITAL) - https://quapital.eu/

B |IQOQI Vienna, Austrian Academy of Sciences
B Euro QCI

Innsbruck


https://openqkd.eu/
https://quapital.eu/

CESNET a QKD

B Oddéleni optickych siti
B QKD Know-how a vybaveni.
B 2x MPD SPAD + IDQ SPAD

Uwaterloo BiPhoton Generator.

|
B Generdtor entaglovanych pard + cerpaci laser
|

3000 km opticky testbed. CESNET2 Topology (March 2019)
wmmm Czech Light transmission system n x 100G ® PoP wmm Cisco transmission system n x 100G
wemmm Czech Light transmission system n x 10G © User Point === Cisco transmission system n x 10G
Czech Light transmission system n x 10G surted by 1G == Infinera transmission system n x 100G
H 7 Czech Light transmission system n x 1G === Infinera transmission system n x 10G
G p o I e n I V. = Single colour transmission system
¢ aran = Leased capacity

Pozn:
GEANT — Microwave
90 = Optical and Microwave

B  GEANT Network Evolution QKD subtask :
B Toshiba PoC testovdni v rdmci OpenQKD OC N8 A . "
B Pfiprava PoC trasy. Gormany : g 3

B QUAPITAL

B MVCR IMPAKT 1 (bezpeé&nostni vyzkum)
B VUT (koordindtor) + CESNET + VSB-TUO

Slovakia




T/F a jeji dulezitost pro QKD

Time Transfers cesnet

=  CITAF = Infrastruktura pro prenos a distribuci pfesného
c¢asu S

= Nejsou tfreba antény, nehrozi jamming
=  Prekondvd GPS a dalsi GNSS systémy (pfenost 3-50 ns)
=  Pro QKD (téméF) nutnost.

Geodetic Observatory
Pecny

Olomouc,

Institute of Scientific Instruments ..~
Brno

= Lepsi sync -> vyssi key-rate.
= Spojuje ndrodni laboratore UTC(TP), UTC(BEV), probihd
pripojeni UTC(PL).

=  Propojuje akademickd pracoviité v CR kterd provozuii 10-10
primdrni standardy (CS hodiny 5x a H maser 1x).

Czech Republic

e
01020 3 40 B T00mm

Time Stability

"=  Technologie — Time Transfer Adapter + White Rabbit — %
pfenos 10 MHz a 1PPs, cca na 1500 km vldken sdilenych s E o}
daty. 2
g
° ° Avelrc:ljging Inter\l'c;i (s) * ©
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T/F a opticky sensing

Frequency transfers ceshet

=  CITAF = Infrastruktura pro prenos a ultrastabilni
optické frekvence.

LS
‘ Praha/ Pragu

=  Propojeni optickych hodin, distribuce
ultrastabilni optické frekvence pro snimdni.

Olomouc
NPP
Temelin
ch 46 + 1458 nm
rno

Institute of Scientific
Instruments

ch 46

" Snimdni

= diskrétni- napft. stabilita kontejmentu.
= distribuované: zemétreseni a predevsim
tampering s vldkny
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Skutecny generator nahodnych cisel

B IDQ certifikovany generdtor ndhodnych disel G/BQ
B Princip fotond dopadaijicich na CMOS
B IDQ QRNG ) DO~ - ==
B NIST 800-90A/B/C certifikace - -
B Vyuziti pfedeviim v gaming sektoru! A

B Moznd prekvapivé az druhy je sektor financni.
B IDQ PCI-X a 1TU QRNG appliance.

B Prvni 5G kvantovy mobilni telefon na svété
B  Samsung s chipem SKT IDQ S2Q000

B https://www.cnews.cz /samsung-ukazal-prvni-kvantovy-smartphone-galaxy-a-quantum/

B A druhy:

| https: / /www.idquantique.com /id-quantique-integrates-its-quantum-chip-in-vsmart-aris-5g-smartphone /

skTHG
QUANTUM



https://www.cnews.cz/samsung-ukazal-prvni-kvantovy-smartphone-galaxy-a-quantum/
https://www.idquantique.com/id-quantique-integrates-its-quantum-chip-in-vsmart-aris-5g-smartphone/

Dekuji velice za pozornost!
Otazky~?

rudolf.vohnout@cesnet.cz
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