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e \Whitebox switch !SD M

Spectrum® Mellanox

ECHNOLOGIES

e Software
o MLNX-OS/Mellanox Onyx (OnYX
o Cumulus
o SDK
o SAIl (Switch Abstraction Interface), SONIC (NOS) geg50NiC
o switchdev (Linux kernel) ﬁ

e https://www.mellanox.com/products/switch-software



https://www.mellanox.com/products/switch-software

Switchdev:
@QRATOR LABS 7 de |
b?g)e nmmc%mw) (,'_%) User Space
e in-kernel infrastructure s s B |
Switchdev infrastructure ]
. Ofﬂoad Operations l INohﬁcatlons
O br|dg|ng mixsw_spectrum
. Port netdev Port netdev Port netdev
O rO Utl n g swip1 swip2. | . | swipN Kernel
e | ! !
o filtering L
e dataplane < Linux 3
mixsw_pci
e Mellanox, Broadcom, ... !
pl p2 pN

Courtesy of Mellanox Technologies 3
https://blog.mellanox.com/2018/12/mellanox-spectrum-linux-switch-powered-by-switchdev/
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LACP (link aggregation)
VLAN, bridge (switching)
VRF (virtual routers)
ECMP (multipath)

ACL (filtering)

Traffic sampling

GRE (tunneling)
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e Kernel version
o vanilla (https:/qithub.com/Mellanox/mixsw/wiki#mixsw)
o net-next
e firmware
o indriver (linux = 4.13, fw = 13.1420.122)
o tool (mstflint)
e initramfs
o premature driver load



https://github.com/Mellanox/mlxsw/wiki#mlxsw

@QRATOR LABS

e iproute2
o ip address

Ip route

Ip link: bridge, bond, vlan, vrf, gre

bridge vian

bridge fdb

devlink: port split, hw pools, copp
o tc: acl, qos, sampling

e teamd

O O O O O
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e ecthtool
o port speed
o stats

o transceiver info
o switch info
e |ldpad
o LLDP
o QoS (Linux DCB)
e sysctl: hash policy, gos prio update




( JQRATORLABS Linux VRF

e Not netns
o SpeCia| |p rU|e (V4, V6) from all lookup [l3mdev-table]
e add vrf: link type vrf, vrf « table

ip link add name vrf-int type vrf table 200

e iface to vrf: ip link set master

ip link set dev vlan20 master vrf-int

e route between vrfs: explicit dev

ip route add 203.0.113.0/24 via 198.51.100.2 dev vlan20 table 100
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e port — bond — bridge — vlan, loopback — vrf — ip
e restrictions
o down before set master (port, bond)
o can not set master to enslaved (bond, bridge)
e init: big script
e runtime changes



e restrictions
o down before set master;
o can not set master to €

e init: big script

e runtime changes
o nightmare
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Configuration: mixrtr

@QRATOR LABS

e perl takes care
o milixrtr

[port 1] [loopback 10]

split 4 vrf ext

[bond srvl] ip 192.0.2.1/32

slave portl/0, portl/1l [vrf ext]

[bond srv2] table 100

slave portl/2, portl/3 route 0.0.0.0/0 via 198.51.100.2 dev vlan20
[vlian 10] [vrf int]

native port2 table 200

vrf ext route 0.0.0.0/0 via 192.0.2.3 dev vlanlO

ip 192.0.2.2/31 route 203.0.113.0/24 via 198.51.100.2 dev vlan20
[vlian 20]

tag bond srvl, bond srv2

vrf int

ip 198.51.100.1/24




Config example (init, split, link)

@QRATOR LABS

sysctl -w ..

ip rule del pref O

ip rule add pref 30000 table local

devlink port split pci/0000:01:00.0/25 count 4

tc gdisc add dev enplsOnpls0 ingress block 100 ingress

ip link add name bond srvl type bond lacp rate fast min links 1 \
mode 802.3ad xmit hash policy layer3+4
ip link set dev bond srvl down

ip link add name loopl0 type dummy

ip link set dev looplO down

ip link add name switch type bridge vlan filtering 1
ip link set dev switch down

ip link add name vrf-ext type vrf table 100

ip link set dev vrf-ext down

ip link add name vrf-int type vrf table 200

ip link set dev vrf-int down




Config example (set masters)

@QRATOR LABS

dev enplsOnplsO down
dev enplsOnpls0 master bond srvl
dev enplsOnplsO down

dev enplsOnp2 master switch
dev enplsOnp2 down
dev bond srvl master switch
dev bond srvl down

dev looplO0 master vrf-ext

dev looplO0 down

link switch name vlanl0 type vlan id 10
dev vlanlO0 down

dev vlanl0 master vrf-ext
dev vlanl0 down
dev vlan20 master vrf-int
dev vlan20 down




Config example (vlian, link up)

@QRATOR LABS

bridge vlan vid 1 dev bond srvl
bridge vlan vid 20 dev bond srvil

bridge vlan vid 10 dev enplsOnp2 pvid untagged
bridge vlan vid 10 dev switch self

bridge vlan vid 20 dev switch self

ip link set enplsOnpls0 up

ip link set bond srvl up
ip link set bond srv2 up
ip link set loopl0 up
ip link set switch up
ip link set vlanlO up
ip link set vlan20 up
ip link set vrf-ext up
ip link set vrf-int up




Config example (ip, route)

@QRATOR LABS

address add 192.0.2.1/32 dev looplO
address add 192.0.2.2/31 dev vlanlO
address add 198.51.100.1/24 dev vlan20

route replace 0.0.0.0/0 metric 0 table 100 proto static \
nexthop via 198.51.100.2 dev vlan20 weight 1

route replace blackhole 0.0.0.0/0 metric 4278198272 \
table 100 proto static

route replace 0.0.0.0/0 metric 0 table 200 proto static \
nexthop via 192.0.2.3 dev vlanl0 weight 1

route replace blackhole 0.0.0.0/0 metric 4278198272 \
table 200 proto static

route replace 203.0.113.0/24 metric 0 table 200 \
proto static nexthop via 198.51.100.2 dev vlan20 weight 1




@QRATOR LABS Change example

e move port to other bond

ip link set enplsOnpls2 down

ip link set enplsOnpls2 nomaster

ip link set bond srvl down

ip link set bond srvl nomaster

ip link set enplsOnpls2 master bond srvl
ip link set enplsOnpls2 down

ip link set bond srvl master switch
ip link set bond srvl down

bridge wvlan vid 1 dev bond srvl
bridge wvlan vid 20 dev bond srvl

ip link set enplsOnpls2 up

ip link set bond srvl up
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e tc (gdisc, filter)

e routed & bridged

* shared acl
o Dblock (newer tc)

e per-port only

e Qoto

17



@QRATOR LABS ACL

e tc (gdisc, filter)
e routed & bridged

® Shared aC| tc gdisc add dev enplsOnpls0 ingress block 100 ingress

o Dblock (newer tc)

e per-port only [vianlO] | |
ip proto icmp dst ip 192.0.2.2 action pass
® goto src_ip 203.0.113.0/24 action drop
dst_ip 203.0.113.0/24 action goto [exl]
e Mmixacl dst__ip 203.0.113.0/24 action drop
action pass
o chain per vlan [ex1]

ip proto icmp action pass

o chain O match vian Bl i1t .u LR

action drop
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tc filter add block

. protocol
. protocol
. protocol

. protocol
. protocol
. protocol
. protocol
. protocol

. protocol
. protocol

ip
ip
ip

ip
ip
ip
ip
ip

chain
chain
chain

chain
chain
chain
chain
chain

100 ..

101
101
101

100
100
100
100
100

802.1g chain
802.1g chain

flower
flower
flower

flower
flower
flower
flower
flower

ACL example

ip proto icmp action pass
ip proto tcp action pass
action drop

ip proto icmp dst _ip 192.0.2.2 action pass
src_ip 203.0.113.0/24 action drop

dst ip 203.0.113.0/24 action goto chain 101
dst ip 203.0.113.0/24 action drop

action pass

1 flower vlan id 10 action goto chain 100
2 flower action pass
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tc filter add
protocol ip
tc filter add
protocol ip
tc filter add
protocol ip
tc filter add
protocol ip

tc filter add

block
chain
block
chain
block
chain
block
chain

block

100
102
100
102
100
102
100
102

100

protocol 802.1q chain
tc filter add block 100
protocol 802.1q chain

tc filter del block 100
tc filter del block 100
tc filter del block 100

ACL change

\
pref 1 flower src ip 203.0.113.0/24 action drop

\
pref 2 flower dst ip 203.0.113.0/24 action goto chain 100

\
pref 3 flower dst ip 203.0.113.0/24 action drop

\

pref 4 flower action pass

\
0 pref 3 flower vlan_id 10 action goto chain 102

\

0 pref 4 flower action pass

chain 0 pref 1
chain 0 pref 2
chain 101
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filter protocol ip pref 1 flower chain
filter protocol ip pref 1 flower chain
eth type ipv4
ip proto icmp
in_hw
action order 1: gact action pass
random type none pass val 0
index 1 ref 1 bind 1

filter protocol ip pref 2 flower chain
filter protocol ip pref 2 flower chain
eth type ipv4
ip proto tcp
in_hw
action order 1: gact action pass
random type none pass val 0
index 2 ref 1 bind 1

filter protocol ip pref 3 flower chain
filter protocol ip pref 3 flower chain
eth type ipv4
in_hw
action order 1: gact action drop

100
100 handle O0Ox1

100
100 handle O0Ox1

100
100 handle O0Ox1

ACL tc filter show




@QRATOR LABS

filter protocol ip pref 1 flower chain
filter protocol ip pref 1 flower chain
eth type ipv4
ip proto icmp
in_hw
action order 1: gact action pass
random type none pass val 0
index 1 ref 1 bind 1

filter protocol ip pref 2 flower chain
filter protocol ip pref 2 flower chain
eth type ipv4
ip proto tcp
in_hw
action order 1: gact action pass
random type none pass val 0
index 2 ref 1 bind 1

filter protocol ip pref 3 flower chain
filter protocol ip pref 3 flower chain
eth type ipv4
in_hw
action order 1: gact action drop

100
100 handle O0Ox1

100
100 handle

100
100 handle

ACL tc filter show




e /7= ABS/ .~ Policy based routing (PBR):

e reroute all incoming traffic
o Cisco: ip policy route-map, set next hop
o Arista: service-policy type pbr
o Linux: ip rule ... iif vlanX (no offload)

23



C i itoRians Policy based rOUFI,DQ{XPBB)ﬁ

e reroute all incoming traffic
o Cisco: ip policy route-map, set next hop
o Arista: service-policy type pbr
o Linux: ip rule ... iif vlanX (no offload)

o split vrf
o vrf-ext: vlanX (uplink)
o vrf-int: vlanY (filtering node)
o Isolated direct

24
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@QRATOR LABS PBB ’ scheme;

vrf ext /@110 ~
192.0.2.2/31

0.0.0.0/0 via 198.51.100.2 dev vlan20

\
\
vrf int / vlian20

|

198.51.100.1/24.

0.0.0.0/0 via 192.0.2.3 dev vlani10 /
203.0.113.0/24 via 198.51.100.2 dev vlan20

25



( JQRATORLABS “PBR” link/addr

20: enplsOnpls0: <BROADCAST, MULTICAST, SLAVE,6UP,LOWER UP> mtu 1500
qdisc fq _codel master bond srvl state UP group default glen 1000

25: bond srvl: <BROADCAST, MULTICAST,MASTER,UP,LOWER UP> mtu 1500
gdisc noqueue master switch state UP group default qlen 1000

29: switch: <BROADCAST, MULTICAST,UP,LOWER UP> mtu 1500 gdisc
noqueue state UP group default glen 1000

30: vrf-ext: <NOARP,MASTER,UP,LOWER UP> mtu 65536 gdisc noqueue
state UP group default glen 1000

32: vlanlO@switch: <BROADCAST ,MULTICAST, UP,LOWER UP> mtu 1500 gdisc
noqueue master vrf-ext state UP group default glen 1000
inet 192.0.2.2/31 scope global vlanl0

26



( JQRATORLABS PBR” route

table 100 (vrf ext):

default via 198.51.100.2 dev vlan20 proto static

local 192.0.2.2 dev vlanl0 proto kernel scope host src 192.0.2.2
192.0.2.2/31 dev vlanl0 proto kernel scope link src 192.0.2.2 offload

table 200 (vrf int):

default via 192.0.2.3 dev vlanl0 proto static

broadcast 198.51.100.0 dev vlan20 proto kernel scope link src 198.51.100.1
198.51.100.0/24 dev vlan20 proto kernel scope link src 198.51.100.1 offload
local 198.51.100.1 dev vlan20 proto kernel scope host src 198.51.100.1
broadcast 198.51.100.255 dev vlan20 proto kernel scope link src 198.51.100.1
203.0.113.0/24 via 198.51.100.2 dev vlan20 proto static

27
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https://qitlab.com/gratorlabs/mixtoolkit
MIT license

Perl

mixacl: 1k lines

mixrtr: 2.7k lines

dependencies:

o perl modules

o /root/bin/{bridge,ip,ic}

o devlink, sysctl

28


https://gitlab.com/qratorlabs/mlxtoolkit

QQRATOR LABS /le}EOOHQM

https://qitlab.com/gratorlabs/mixtoolkit
MIT license

Perl

mixacl: 1k lines

mixrtr: 2.7k lines
dependencies:

o perl modules

o /root/bin/{bridge,ip,ic}
o devlink, sysctl
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https://gitlab.com/qratorlabs/mlxtoolkit

Serial cop,sd}éﬁga
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e ESC, R, ESC, r, ESC, R
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Serial cop,sd}éﬁgm
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e ESC,R, ESC, r, ESC, R
o “reset” button

e SysRq: use “break”
o minicom: Ctrl+a, Ctrl+f
o screen: Ctrl+a, Ctrl+b

e BIOS: Ctrl+b

31



QQRATOR LABS

/

e My contacts
o Alexander Zubkov
o green@qgrator.net



