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Anotace

Béhem prezentace blize predstavime ¢asto skloriovanou problematiku posledni doby - souc¢asné vyuZivani nékolika internetovych
konektivit s ohledem na dynamické uprednostriovani konkrétni linky (linek) dle aktualniho stavu, detekované aplikace (pomoci L7
footprint) a dalSich rozhodovacich parametri. Neopomeneme zminit také dulezitost zabezpeceni a inspekce provozu i s ohledem na
stale narustajici mnoZstvi SSL Sifrované komunikace.

Dale predstavime moZnosti hw akcelerace inspekce sitového provozu na L2-L7 za ucelem kontroly komunikace zarizenim typu
NGFW, které krom bezpecnostnich funkci mize v siti zakaznika plnit i roli kontroléru pro bezdratoveé pristupové body a sitové
prepinace s cilem utvofit uceleny ekosystém bezpecnostnich prvku s jednotnou spravou, ktery je schopen odolat kybernetickym

hrozbam. Na zavér ukazeme, Ze celé reseni je jednoduché na nasazeni i spravu a Ize ho zakaznikum s vyhodou nabizet jako sluzbu.
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Agenda

Predstaveni SD-WAN

Moznosti inspekce sitového provozu

Secure SD-Branch

Orchestrace a centralni sprava
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Co je to SD-WAN?

* Virtualni interface, do kterého lze vlozit rizné druhy interfact, které sméruji do riznych cilt

» Poskytuje efektivni rozkladani zatéze za pouziti riznych balancovacich algoritm

* Umoznuje smérovani do rliznych linek na zakladé statickych nebo dynamickych objektu, aplikaci a nebo ISDB*
» Podporuje dynamické méreni kvality linky

» Podporuje IPv4 i IPv6

* Umoznuje dynamické smérovani provozu na zakladé kvality linek

» Zajisti vysokou dostupnost kritickych aplikaci

* Snizi naklady na provoz linek

Branch Office
J Office 365
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,Enterprise*“ SD-WAN use case

MPLS Dependency
Statické, nakladné, kvalitni QoS

Branch
Traffic secured in the MPLS
Business Apps Provider Cloud
Veskery provoz jde do Provoz jde do Internetu z DC
MPLS. QoS je providera

aplikovana na kritické
business aplikace

F:ERTINET
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,Enterprise*“ SD-WAN use case

Critical Apps (Voice & Video)
Nejlepsi cesta je zvolena na
zakladé latence, jitteru a

packet loss
— =
@ p 4 et Private Cloud
: Critical Apps (Voice & Video)
Branch ShbLLEED) Pfesmérovani provozu v pfipadé, Ze kvalita
IPSec VPN linky klesne pod nastavené limity

Business Apps Pfimy pfistup na Internet, SaaS

Balancovani provozu a laaS obsah )
mezi vice linek Balancovani provozu dle potifeby

€

Internet
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SD-WAN interface

» Fyzicky port

« VLAN

* LAG/redundant

* VPN (IPSEC/GRE/IP-in-IP)
« LTE/3G

 Extender

config system virtual-wan-link
set status enable

config members
edit 1
set interface "portl"
set gateway 10.200.1.254

next
edit 2
set interface "port2"
set gateway 10.200.2.254
next

F:ERTINET

=" = FortiGate VM64 Local
o oW

@ Dashboard >
NX Security Fabric >
& FortiView >
+ Network v

Interfaces

DNS

Packet Capture

SD-WAN Rules

Performance SLA

Static Routes
Policy Routes
RIP

OSPF

BGP
Multicast

SD-WAN

Name SD-WAN
Type SD-WAN Interface

Status @

SD-WAN Interface Members
Interface @ | W WAN1 (port1)
Gateway 10.200.1.254
Cost 0
Status (+ RGN O Disable

Interface @ | M WAN2 (port2)
Gateway 10.200.2.254
Cost

0
Status [+ BSELEE © Disable

(4]
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SD-WAN interface

FortiGate - FGT-1 X

© /& 101210733

= FortiGate VM64-KVM  FGT-1

@ Dashboard > REEUGIGIGE Volume  Sessions
NA Security Fabric > Download Upload
Network v Hport1 O port1
| * M port2 M port2
Interfaces [ port3 O port3
M vpn_ispl M vpn_isp1
DNS & vpn_isp2 & vpn_isp2
Packet Capture W vpn_mpls M vpn_mpls
SD-WAN Interfaces W
SD-WAN Rules
Performance SLA
[ + Create New I # Edit [ Delete
Static Routes e
Policy Routes Interfaces Gateway Cost Download Upload
RIP M I1SP1-192 (port1) 192.20.2 0 28.10 kbps 687.95 kbps I
OSPF ¥ 1SP2-198 (port2) 198.51.100.2 0 36.30 kbps 993.93 kbps N
BGP I 1SP3-203 (port3) 203.0.113.2 0 20.84 kbps 5.97 kbps |
Multicast ® vpn_ispl 10.255.1.5 0 18.89 kbps 624.37 kbps I
£ System > =\ vpn_isp2 10.255.2.5 0 29.69 kbps 911.60 kbps
& Policy & Objects > @ vpn_mpls 10.255.0.5 0 24,58 kbps 16.47 kbps 1
& Security Profiles >
0 VPN >
& User & Authentication >
2 WiFi & Switch Controller >
[l Log & Report >
F::ERTINET © Fortinet Inc. All Rights Reserved 9




SD-WAN SLA Performance

Edit Performance SLA
Name nix.cz
° Sledee stav linek IP Version IPv4
. Vsech Protocol  Ping [IAGEIENE
. Server nix.cz
* Vybranych °
* Moznost definice SLA Target Participants Specify
Enable probe packets @
» Latence s
o itter SLA Target @
* Packet loss Latency threshold @ | 50 < | ms
Jitter threshold ©|5 2 ims
Packet Loss threshold @ | 0 %
Link Status
Check interval 500 C ms
Failures beforeinactive & 5 S
Restore link after € 5 | check(s)

Actions when Inactive

Update staticroute @ @
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SD-WAN SLA Performance

Packet Loss QRIS Jitter

Performace SLA odesila pakety na nastavené —T
servery pro zjisténi kvality linky : |

L% s e e

1‘\(“ — ¥ \\«.\ = Bl ORISRV S R
- —rt o samte
e

V SD WAN Rules je pak mozné nastavit, kterou |
linku FortiGate pouZije na zakladé vysledku z

+ CreateNew | # Edit @ Debete Q

P e rfO rm a n Ce S LA Name Detect Server Packet Loss Latency Jitter Failure Threshold Recovery Threshoid

L, - . . nbecz nixcz modemn: G 0.00% modermn: & §9.95ms modem; © 36,28ms 5 5
Performance SLA Zaroven fungu]e Jako health wplink1 (wan1): ©0,00% uplink1 (wani): & 6.465ms uplink1 fwan1): ©0.71ms
ping_google 8844 moder: (3 35.00% modem: G 60.19ms modem; & 39.84ms s s
Check uplink1 {wan): & 0.00% uplink (wan1):©22.16ms uplink1 twan1): & 26 83ms
Packet Loss Latency BIiC
50ms
B modem
A0ms wani
N
30ms
20ms
e 124610 124620 124630 124640 124650 124700 124710 124720 124730 12:47:40  1247:50 124800 124810  1248:20 124830 124840  1248:50 124900 124910  1249:20 124930 124940
[ + CreateNew | ¢ Edit @ Delete Q
I Name Detect Server Packet Loss Latency Jitter Failure Threshold Recovery Threshold

modem: € 0.00% modem: € 59.95ms modem: © 36.28ms
uplink1 (wan1): © 0.00% uplink1 (wan1): © 6.65ms uplink1 (wan1): ©0.71ms

nix.cz

ping_google 8844 modem: © 35.00% modem; © 60.19ms modem: & 39.84ms 5 5
uplink1 (wan1): ©0.00% uplink1 (wan1): © 22.16ms uplink1 (wan1): © 26.83ms

11
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SD-WAN Rules

@ Dashboard > | | 4 Create New ‘ & Edit ele Search Q
NX Security Fabric >
ID Name Source Destination Criteria Members
& FortiView >
I+ Network v
Ioterfacss B LOCAL_SUBNET & Microsoft-Skype SLA #® WAN1 (port1)
™ WAN2 (port2)
DNS e
1 0365 20 LOCAL_SUBNET ) Microsoft-Office365 Packet Loss ™ WAN1 (port1)
Packet Capture # WAN2 (port2)
SD-WAN Youtube B LOCAL_SUBNET @ YouTube Latency # WAN1 (port1)
SD-WAN Rules ® WAN2 (port2)
Performance SLA [ implicit €

Static Routes

Pokud zadné pravidlo neodpovida provozu, tak se pouzije zaznam z FIB (forwarding information base)

Local # get router info kernel

tab=254 vf=0 scope=0 type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0

gwy=10.200.1.254 flag=04 hops=0 oif=3(portl)
gwy=10.200.2.254 flag=04 hops=0 oif=4 (port2)
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SD-WAN Rules - priklad

="= FortiGate VM64-KVM

-
@ Dashboard
SA Security Fabric
|+ Network
Interfaces
DNS
Packet Capture
SD-WAN Interfaces

>

>

-

D Name

Source

Q

Destination

Criteria

Members

Hit Count

1 SIP

2 UDP_5000

Performance SLA
Static Routes
Policy Routes
RIP
OSPF
BGP
Multicast
& System
B Policy & Objects
@ Security Profiles
0 VPN
& User & Authentication
“® WIFi & Switch Controller
Ll Log & Report

IRTINET

3 Office365
4 HTTP

5 UDP_6000
6 UDP_7000
7 SNMP

BN

B AN

B AN

BN
BN

B AN

B AN

SIP

SIPMethod

SIPVia.NAT

SIP_Media.Type. Application
D

& Cust_UDP5000

@ ISDB_GRP_Office365

& webserverlab
@ Cust_UDP6000_group

1 Datacenter

SNMP
SNMP_GetBulkRequest
SNMP_GetNextRequest
SNMP_GetRequest

L5

Customized profile

Packet Loss

SLA

2 vpn_mpls @
vpn_ispl
vpn_isp2

DD D

vpn_isp1 @
_mpls

1SP1-192 (port1) @
I1SP2-198 (port2)

1SP3-203 (port3) @

D D

W

=

vpn_ispl @
vpn_isp2 @

W) 1)

vpn_isp2 @
vpn_ispl

(DRD]

vpn_isp2
_ispl
vpn_mpls @

IDRDED)

0

49218

56578
49231

49201

sd-wan

Ball

Source-Destination IP

O any
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SD-WAN Rules

Source
Sourceaddress 1@ LOCAL SUBNET x
+
User group *
Destination
Address +
This field is required. _——/
Internet Service +
Application +

Outgoing Interfaces

Strategy Manual JEESESUEINE Lowest Cost (SLA) Maximize Bandwidth (SLA)
Interface preference +
Measured SLA v

DSCP match (cli only):

config system virtual-wan-1link
config service
edit 1
set tos 0x<tos>

set tos—-mask Oxff
next

Select Entries
[Qbe:

B INTERNET SERVICE (153

B Act-on-DNS

B Act-on-FTP

B Act-on-ICMP

B Act-on-Inbound_Email

B Act-on-LDAP

B Act-on-NetBIOS.Name.Service
A Act-on-NetBIOS Session.Service
[ Act-on-NTP

B Act-on-Other

B Act-on-Outbound_Email

B Act-on-RTMP

B Act-on-SSH

B Act-on-Web

1.\ Adobe-Adobe.Cloud

1\ Adobe-DNS

1\ Adobe-FTP

I\ Adobe-ICMP

Y Adobe-Inbound_Email

1\ Adobe-NTP
1.\ Adobe-Other
1\ Adobe-Outbound_Email
1\ Adobe-RTMP

1\ Adobe-SSH

1Y Adobe-Web

= ADP-DNS

= ADP-FTP

= ADP-ICMP

«» ADP-Inbound_Email

wolsnd + asegele( 23IAIoS J1oulalu|

|

Select Entries

[Qsearct + Create

8 FIREWALL APPLICATION (2098

Acronis.Snap.Deploy
© Act!
ActiveCampaign
ActiveCampaign_File.Upload @&
= ADP
AirWatch.MDM
Alibaba
= Apache.Cassandra
— Applane.CRM
& AtlassianJIRA
@ AutoDesk.360
& AutoDesk.360_Upload &
p Autodesk.Buzzsaw
© Baidu.PC.Faster
) BambooHR
5 BambooHR_File.Download &
& BambooHR File.Upload &
I Base.CRM
[E Blinksale
 Brightpearl
= Bugzilla
$¢ Censhare
B Centrify
Channels.Manager
@ Citrix.Services_Podio
B ClearSlide
» ClickView
[(@ ConcourseSuite

+“ Constant.Contact

~
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SD-WAN Strategy - Manual

Priority Rule

 V podstate klasicky Policy based routing

» Jeden odchozi interface (od FortiOS 6.4
vice odchozich interfaces)

Name | Tramtadadaa

Source

Source address = & LOCAL_SUBNET x
+

« Z&dny performance monitoring P :

Destination
Address ©

Internet Service ¥ Dropbox-Web x
-

Application ' B

Outgoing Interfaces

Strategy Best Quality Lowest Cost (SLA) Maximize Bandwidth (SLA)
Interface preference | [ WAN1 (port1) v ]
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SD-WAN Strategy — Best Quality

. Latency - Doporu€eno pro aplikace, které vyzaduji nizkou odezvu —

VolP/Video
° Vyb’ere ||nk’u Z. S’D WAN memberS, které . .\J/i;ltgr - Doporuceno pro aplikace s pozadavkem na vysokou kvalitu linky -
nejlepe plnl Kritéria kva“ty «  Packet Loss - Doporu&eno pro klient-server aplikace — Oracle DB, SSH
o v ., - . . . Downstream - Doporu€eno pro aplikace s pozadavkem na download dat —
* Muze dojit k vyuziti vice linek najednou Dropbox, OneDrive

nap‘r'.. p‘rzl éastych ZménéCh kva“ty . lZJé;:srt]r:Vaérrr:i- Doporuceno pro aplikace s pozadavkem na upload dat —

. Bandwidth — soucet upstream a downstream - Vhodné pro aplikace, kde je
pozadavek na upload/download — file sharing, cloud storage

. Custom-profile-1 — moznost nastavit si pozadavek na kvalitu linky dle
kombinace parametr(

Outgoing Interfaces

Strategy Manual Lowest Cost (SLA) = Maximize Bandwidth (SLA)
Interface preference | [ WAN1 (port1) X
™ WAN2 (port2) x
+
Measured SLA Skype v
Quality criteria Jitter PacketlLoss Downstream Upstream Bandwidth custom-profile-1
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SD-WAN Strategy — Lower Cost SLA

Vybere odchozi interface (link) na zakladé splnéni SLA parametrl, Cost na linku a nastavené Priority

interfacu
-
SLA Musi byt splnéno SLA Requirements
& Interface1 Satisfy 4
Cost Niz&i Cost ma vy3§i prioritu (O default) | [nterface2 Satisfy 5 3
¢ Interface3 Satisfy 10 2
Priority Serfazeni interface dle Priority Interface4 Does not 2 1
satisfy

SD-WAN Interface Members <
Outgoing Interfaces

Interface @ | ™ WAN1 (port1) v

Gl 10.200.1.254 Strategy Manual Best Quality RENES S ACIF.Y;
Cost 0 Interface preference | [ WAN1 (port1)

Status (+RELIE © Disable ™ WAN2 (port2) X
Interface @ | M WAN2 (port2) - +

Gateway 10.200.2.254 Required SLAtarget | Skype#1 X
Cost 0 &

Status (+ RN © Disable

Fi:RTINET 17




SD-WAN Strategy — Maximize Bandwidth

FortiGate balancuje sessions pres vSechny interfacy, které spliuji SLA.

FortiGate neresi Cost ani prioritu interface.

Priority Rule

Name | Jeleto

Source

Source address = & LOCAL_SUBNET x
+

Session-based load balancing — round robin

User group +

Destination

Kdyz interface prestane splfiovat parametry SLA,
tak se do néj prestane odesilat provoz

Address €@

Internet Service +

Application @ BitTorrent x

Outgoing Interfaces

Strategy Manual Best Quality Lowest Cost (SLA) REENTIFERERE NG GES W]
Interface preference | # WAN1 (port1) x
® WAN2 (port2) x
=
Required SLA target I NIX#1 x I

+
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Name © lan to wan main rule

Incoming Interface zone_LAN x
S SD- :
ecure D WAN Outgoing Interface = upg-zone-wanl x
+
. . . . i Source = lan x
* Moznost definovat fadu bezpecnostnich kontrol: & SSO_Guest_Users x
+
» Antivirus (fada podporovanych protokoll+sandboxing) NegateSource (B
« Kategorizace webovych stranek (~80 kategorii) Cestiyadlos e 5 %
 DNS Filtering (+DNS sinkhole/portal IP) Negate Destination O
R v s . Schedule [ always -
- Applikacni kontrola (L7 footprint) Suriice = =
” o . 'S H -
Detekce utoku (IPS signatura, anomalie, DoS) rction T —
* File Filter (fada podporovanych protokolu) Security Profiles
« Email Filter (jednoduchy antispam) AntiVirus © | A default v| #
v ’ . Web Fil © defaul v
«  VolIP (zabezpeé&eni VolP komunikace) e S ’
DNS Filter © | B default v &
° SSL |nspekce (HTTPS, POP38, IMAPS, FTPS,SSH,) Application Control @ | [l default vl &
- WAF (web aplikacni firewall) " O [ protct clon =1’
File Filter ® J
* ICS, loT Email Filter © | I default v g
VolP © | EZ default v &
SSL Inspection S8 certificate-inspection v &
CACISACACAVACACACAGACNC)
AntiBotnet IPS Antimalware VM AntiSpam Web ISBD App Ctrl WAF Sandbox ICs loT Logging options
Log Allowed Traffic @ Security Events
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Dukladna inspekce = nizka propustnost?

amn amn amn
T T T
CP9 NP7 SoC4

« CPU architektura vs. HW akcelerovana platforma

 Akcelerace L2 — L7 inspekce, IPv4 i IPv6

» Akcelerace symetrické a asymetrické kryptografie

» Akcelerace mitigace DoS utoku

* Akcelerace multicast provozu, CAPWAP, VXLAN, GTP
* Velmi nizka latence (jednotky us)

* Velmi nizka spotfeba elektrické energie

« Paralelni zpracovani dat (Cipy s propustnosti az 200 Gbps) - Skalovani vykonu
» Podpora form-factor pomoci SoC platformy

F::RTINET © Fortinet Inc. All Rights Reserved. 20



Dukladna inspekce = nizka propustnost?

Firewall IPS NGFW Threat Protection
10 Gbps 1.4 Gbps 1 Gbps 700 Mbps

F::RTINET
i T ™
MR EENEEEEEE @

SoC4

RA

FLASH

Storage
. . SSD e
Integrated Switch Fabric WiFi chipset
al/blg/n/ac
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Dukladna inspekce = nizka propustnost?

——— S R— T T —

Firewall IPS NGFW Threat Protection
..«: H::Er“ ':'.;':'E X2 o S ":: ': 198Gbps 13Gbps 11Gbps 9.1 Gbps

- e
RAID

Integrated Switch Fabric

Ol 9l ol o] o o ololo o] @lejle] 9 9
S‘Q_hhh hhhhhﬁgggg

40G
40G
40G
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Secure SD - Branch 7 Bramen. e

> = \
e : 1@ ~
V4 ‘ > - 12 b ‘ \

,/
4
- Segmentace vnitini sité /’ =
. . I/ ’/i )FortlAP
« Sprava hostu (guest management) !
I
* Network Access Control .: FortiGats
« User & Entity Behavior Analytics ‘\

* Presence Analytics

« Kamery, VoIP

Secure SD-WAN
C tivit
onnectivi ‘ , NGFW ‘
Y sp-
' WAN '

.. =089, 0. 8-

MPLS Traffic App Intrusion Antivirus URL Sandboxin SSL
WAN Shaping Control Prevention Filtering g Inspection
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SD-WAN Orchestrace a centralni sprava

SD-WAN Orchestrator

* Overlay

8% SD-WAN Orchestrator v
HH

* Underlay

» Automatizace ukonu
* Dyn. Routing
« VPN
* Pravidla

« Sdileni objektu

» Workflou S N 2 L g\ o P

* Vizualizace

« Zero Touch Provizioning
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