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cesnet Motivace

B Mame FlowSpec (kone¢né!) a co s nim?
B Nabidnout vyuziti pro gramotné spravce
B Nabidnout vyuziti pro feseni incident tymu CESNET-CERTS
B Nabidnout vyuziti pro pripojené klienty
B Jak to udélat? vyuiti jiz existujicich programii (vysledek hledani - nula)
B NapiSeme sivlastni! (Fakt? A to jako kdo?)
B Ajdeme nato! Zadani:

B Hierarchicka struktura, prava a viibec vSechno (+ nékolik popsanych papird a par desitek hodin
diskuzi k tomu)

B Je to tak jednoduché? Ne - mame uz tfeti zcela prepsanou verzi ;-)

B AvloZeno par mésicl prace...
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cesnet i Dashboard

User dashboard

Rules IPv4/v6 that you can modify

Source adress  Source port(s)  Destination adress Dest. port(s)  Protocol(s) Expires Action  Flags User Action

| BRI udp 2019-06-01 10:00:00  Discard I na
[ GRS 3702 udp 2019-06-01 10:00:00  Discard [ na
I 3702 udp 2019-06-01 10:00:00  Discard [ na

Rules RTBH

IP adress (v4 or v6) Community Expires User Action

7 32 RTBH CESNET only 2019-05-12 13:00:00 ] na

Rules IPv4/v6 that are read-only for you

Source adress Source port(s) Destination adress Dest. port(s) Protocol(s) Expires Action Flags User



S_?fnet ~ Seznam organizaci

Name Adress Range action

TU Liberec 147 230.0.0116 u
2001°-718-1c01-/48

Cesnet 147.32.0.0/15 n
147.228.0.0/14
160.216.0.0/15
146.102.0.0/16
147.251.0.0/16
158.194.0.0/16
158.196.0.0/16
193.84.32.0/20
193.84.160.0/20
193.84.192.0/19
195.113.0.0/16
195.178.64.0/119
78.128.128.0/17
2001:718:/29



cesnet

o

24

25

Name

QoS 0.1 Mbps

QoS 1 Mbps

QoS 10 Mbps

QoS 100 Mbps

QoS 500 Mbps

Discard

Accept

Redirect to DDoS Protector

Redirect to analyzator

QoS 0.05 Mbps

Command

rate-limit 12800
rate-limit 131072
rate-limit 1310720
rate-limit 13107200
rate-limit 65536000
discard

accept
redirect & ||
redirect [

rate-limit 6400

Description

QoS

QoS

QoS

QoS

QoS

Discard

Accept

presmerovani na cisticku (RT & [ GGc_06h

presmerovani na analyzator (RT &

QoS

Seznam akci

Minimum level

user

user

user

user

user

user

user

user

admin

user

action

o
=] -
=] -
=] -
=] -
=] -
=] -
=] -
=] -
=] -




_<_:e§net PFidani uZivatele - spravce

Unique User ID

-

Notice

Name
Contact phone

B

Role

admin

user

view
Organization

Cely svét

- )

Save

| B |



_<_:_§_§net ~ Pfidani pravidlel

B Routery NOKIA

B Narouterech Nokia - je (momentalné) mozné pouZzit pouze kombinaci délka paketu a
discard!

B Opatrné s fragmentovanym provozem!

W fragmenty maji zdrojovy i cilovy port ,,0¢



§§§net ~ PFidani IPv4 pravidla

New |IPv4 rule

Source address Source mask (bits) Protocol TCP flag(s)
UDP v SYN
ACK
N N . FIN
Destination address Destination mask (bits) URG
PSH
ECE
CWR
NS
Source port(s) - ; separated Destination port(s) - ; separated Packet length
(2] 3702 2]
Action Expiration date
Discard v 05/15/2019 10:04 =
Comments
Web Services Dynamic Discovery (WS-Discovery)
P
Save
HE EEENE H_EEENR EEENE_EEE_B=EBN H_HEHEENE_BN | N | EEEN H_EEEN EEEDE
| BB | Bl B | N | [ ] | ] Bl B B BB | B B | Bl B | B |



cesnet

Pfidani IPv6 pravidla

New |Pv6 rule

Source address

Destination address

2001:71¢

Source port(s) - ; separated

Action

Discard

Comments

Web Services Dynamic Discovery (WS-Discovery)

Save

Source prefix length (bits) Next Header TCP flag(s)
UDP v SYN
ACK
N . . FIN
Destination prefix length (bits) URG
PSH
64 RST
ECE
CWR
NS
Destination port(s) - ; separated Packet length
3roz 2]
Expiration date
v 05/15/2019 10:08 =



cesnet Ovéreni pridani pravidla FTAS - 1/3

Results (time values in CEST ) .7

0 > | Flow-Direction | FWD-Status | Src-IP Protocol | Dst-Port Src-iflndex | TCP-flags Flow-Start [CEST] Flow-End [CEST] Bytes-measured | Phkis-measured | Dsi-IP-Cnt | Flow-Cnt | Flow-Data-Source
1. | ingress Forwarded | 158.x.x.x | top (8) 3389 70 fin(1). syn(2), rst(4), ack(16) 19/05/02 11:30:00.000 F 19/05/02 12:01:38.777 22.247 MB 427 989 Kp 358993 | 427563 | Clomouc: R133(65)
2. | ingress Dropped 188.0xx | tcp (B) 2380 70 syn(2), ack(18) 19/05/02 12:01:38.783 | 19/05/02 12:29:59.474 17.621 MB 338.863 Kp 791899 | 338862 | Olomouc: R133(65)
3 ingress Forwarded 158.xx.x | tcp (B) https (443) | 70 fin(1), syn(2), push(8), ack{16) = 19/05/02 11:38:21.992 | 19/05/02 12:18:22.776 60.396 KB 76.000 p 7 8 | Qlomouc: R133(65)
4. ingress Forwarded 158.xx.x | fcp (B) 20888 70 SyNn(2), push(8), ack({16) 19/05/02 12:21:28.407 | 19/06/02 12:21:30.228 5715 KB 12.000 p 1 2 | Qlomouc: R133(85)
5. | ingress Forwarded 158.xx.x | fcp (6) 20407 70 syn(2), push(8), ack(18) 19/05/02 12:26:50.738 | 19/05/02 12:26:52.323 5.675 KB 11.000 p 1 2 | Olomouc: R133(85)
6. ingress Forwarded 158.xx.x | fcp (B) 58171 70 SyNn(2), push(8), ack({16) 19/05/02 12:00:06.219 | 19/05/02 12:16:55.676 4.251 KB 15.000 p 2 2 | Qlomouc: R133(85)
7. | ingress Forwarded 158.xx.x | fep (6) 53428 70 syn(2), push(8), ack(16) 19/06/02 11:32:49.153 | 19/05/02 12:09:59.268 3.854 KB 13.000 p 2z 2 | Olomouc: R133(85)
3 ingress Forwarded | 158.xx.x | top (6) 62253 70 syn(2), push(8). ack(16) 19/05/02 11:51:46.999 | 19/05/02 12:11:30.321 3.850 KB 13.000 p 2 3 | Olomouc: R133(65)
9. | ingress Forwarded 188.xx.x | fop (6) 53471 70 syn(2), push(8), ack(16) 19/05/02 11:33:58.370 | 19/05/02 11:53:10.954 3.850 KB 13.000 p 2z 2 | Olomouc: R133(85)
10. | ingress Forwarded | 158.xx.x | top (6) 52623 70 syn(2), push(8). ack(16) 19/05/02 11:37-45.028 | 19/05/02 11:37:49.948 3.266 KB 9.000 p 1 1 | Clomouc: R133(65)
11. | ingress Forwarded 188.x.x.x | fop (6) 63315 70 syn(2), push(8), ack(16) 19/06/02 12:02:34.301 | 19/05/02 12:02:39.017 3.266 KB 9.000 p 1 1 | Clomouc: R133(65)
12. | ingress Forwarded 158.x.x.x | fcp (6) 28494 70 SyNn(2), push(8). ack(16) 19/05/02 11:52:21.100 | 19/05/02 11:52:23.722 3.214 KB 8.000p 1 1 | Olomouc: R133(65)
13. | ingress Forwarded 188.x.x.x | fop (6) 61320 70 syn(2), push(8), ack(16) 19/06/02 12:23:45.235 | 19/05/02 12:23:47 448 3214 KB 8.000p 1 1 | Clomouc: R133(65)
14. | ingress Forwarded | 158.x.x.x | fop (8) 42261 70 syn(2), push(8), ack(16) 19/05/02 12:08:23.419 | 19/05/02 12:08:25.701 3.214 KB 5.000p 1 1 | Clomouc: R133(65)
15. | ingress Forwarded 158.xx.x | fep (6) 55268 70 syn(2), push(8), ack(16) 19/05/02 12:03:55.746 | 19/05/02 12:04:00.942 31214 KB 8.000p 1 1 | Clomouc: R133(65)
16. | ingress Forwarded | 158.x.x.x | fop (8) 64167 70 syn(2), push(8). ack(16) 19/05/02 12:20:38.204 | 19/05/02 12:20:43 457 3.214 KB 5.000p 1 1 | Clomouc: R133(65)
17. | ingress Forwarded | 158.x.x.x | udp (17) | 443 70 19/05/02 12:04:20.158 | 19/05/02 12:17:14.339 3170 KB 8.000p 2 2 | Olomouc: R133(85)
18. | ingress Forwarded 158.xx.x | tcp (B) 18802 70 syn({2), push(8). ack({16) 19/05/02 12:28:37.032 | 19/05/02 12:29:38.515 2715 KB 10.000 p 1 2 | Qlomouc: R133(65)
19. | Ingress Forwarded 158.xx.x | fcp (B) 33076 70 SyNn(2), push(8), ack({16) 19/05/02 12:02:41.021 | 19/05/02 12:28:56.004 2715 KB 10.000 p 2 3 | Qlomouc: R133(85)
20. | ingress Forwarded | 158.x.x.x | top (8) 50346 Il syn(2), push(8), ack(16) 19/05/02 12:27:19.168 | 19/05/02 12:27:20.576 2715 KB 10.000 p 1 2 | Olomouc: R133(65)
21 ingress Forwarded 158.xx.x | tcp (B) 53240 70 synt2) push ) ack(16) 19/05/02 12:24:39.910 | 19/05/02 12:28:20.221 2715 KB 10.000 p 1 2 | Qlomouc: R133(65)
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Ovéreni pFldéhl’ pravidla FTAS - 2/3
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0 > | |Flow-Direction| FWD-Status| Src-P  |Profocoll  Dst-Port  |Sre-ifindex] TCP-fags Flow-Start Flow-End Bytes-measured|Pkts-measured Dst-IP-Cnf| Flow-Cnt | Flow-Data-Source
1. ingress Forwarded |[158.xxx | tcp(6) | 3389 70 fin(1), syn(2), rst(4), ack(16) | 19/05/02 11:30:00.000] 19/051 2224TMB | 427989 Kp | 358993 | 427563 | Olomouc: R133(65)
2. ingress Dropped  |[198.xxx | tcp (6) | 3389 70 syn(2), ack{16) |19."05.-‘021201.38783I19«‘U 102 12:29:59.474 17621 MB | 338863 Kp | 291899 | 338862 | Olomouc: R133(65)
3. > | ingress Forwarded | 158.xxx | tcp(6) | hitps (443) | 70 fin(1), syn(2), push(8), ack(16) | 19/05/02 11:38:21.992 | 19/05/02 12:18:22.776 60.396 KB 76.000 p 7 8 | Olomouc: R133(65)
4, > | ingress Forwarded | 158.xxx | tcp (6) | 20888 70 syn{2), push(&), ack(16) 19/05/02 12:21:28.407 | 19/05/02 12:21:30.228 5715 KB 12000 p 1 2 | Olomouc: R133(65)
5. > | | ingress Forwarded ) 70 1 /02 12:26:52.323 2 )

158 xxx

20407

syn(2), push(8), ack(18)

02 12:26:50.738 | 1910:

5675 KB

Olomouc: R133(65



idla FTAS - 3/3

L4

L&

ridani pravi

e

N o

—
Q.
o=
v
b
v

Ov

120 kb/s

96 Kh/s

72 Kb/s

48 Kb/s

0 kh/s

oeige:
OE:GG:
OE:LZ3
uist] e
OEITE:
0E:g0:
oEige:
0E: 207
OEigE:
0EITE:
0EiEP:
0EIGT:
0E:Lp3
OEIETH

0E:TS

nEIES:
0E: 553
OERLZE
0EsBSG:
OESTER
0E:ED:

0E:GE

QE:£0%
OE:BE:
0ETT:
QE:ED:
OE:GT:
QE: Lp:

0E:6T

0E: 753
0g:£2:
0E15G:
0E: £2:
~oereg
o osre:
S |ogigo:
0E1GE:
081 202
0B 6E:
08t TT:

0EIED
0E:GT
0EI LR
0E6T
0EITS
0E:EZ
elayeie
0E: L
0E:65
0ETE
0ELE0

190 £0/50/6T
90 £0/50/6T
S0 £0/G0/6T
S0 £0/50/6T
PO E0/S0/ET
b0 £0/G0/6T
PO EO/S0/ET
£0 £0/50/6T
£0 £0/80/6T
20 £0/50/6T
20 £0/80/6T
T0 £0/G0/6T
To £0/50/6T
00 £0/G0/6T
00 £0/50/6T
iEZ Z0/G0/6T
£2 20/50/6T
22 Z0/G0/6T
2Z Z0/G0/6T
T2 20/50/6T
TZ Z0/G0/6T
T2 20/50/6T
10Z Z0/G0/6T
0Z 20/50/6T
61 Z0/G0/6T
6T 20/50/6T
87 Z0/50/6T
8T 20/50/6T
LT Z0/50/6T
LT Z0/50/6T
97 Z0/S50/6T
9T Z0/50/6T
ST Z0/50/6T
ST Z0/50/6T
PT 20/50/6T
PT Z0O/S0/6T
T Z0/50/6T
£T Z0/50/6T
£T 20/50/6T
ZT Z0/50/6T
ZT Z0/G0/6T
2TT Z0/50/6T
21T 20/60/6T
10T Z0/G0/6T
10T 20/60/6T
160 Z0/GO/ET
160 20/G0/6T
100 Z0/G0/6T
180 20/50/6T
140 Z0/G0/ET
140 20/50/6T
140 Z0/G0/6T

Bytes-measured Byles-estimated\Phts-measured Pkis-estimated Dst-Port-Cni. Flow-Cnt

Flow-End
19/05/03 07:06:16.848
19/05/03 03:34:27 471
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cesnet

router bgp <AS>

neighbor 195.113.XXX.XXX
use neighbor-group RR-ipv4
password encrypted <password>
description RR1

]

address-family ipv4 flowspec
soft-reconfiguration 1inbound always
1

address-family ipvé flowspec
soft-reconfiguration inbound always
1

address-family vpnv4 flowspec
soft-reconfiguration inbound always
1

address-family vpnvé flowspec
soft-reconfiguration inbound always

flowspec

address-family ipv4
local-install interface-all
1

address-family ipvé
local-install interface-all

interface Bundle-EtherX (vypnuti smérem k PE)
description Rxxx

ipv4 flowspec disable

ipvé flowspec disable

p——

Konfigurace routeru - prikazy

#
#

echo "BGP Configuration"

#
#

group "iBGP"

peer-as <AS>
path-mtu-discovery
neighbor 195.113.XXX.XXX
description "Rxxx"
family ... flow-ipv4 mvpn-ipvé flow-
ipvé label-ipvé

authentication-key <hash> hash2
local-address 195.113.XXX.XXX

exit

#
#

echo "FLOWSPEC PARAMS Configuration"

#

flowspec
ip-filter-max-size 5000
ipv6-filter-max-size 5000

echo "Filter Configuration"

#
#

filter
create/
embed-filter flowspec router "Base"

create/
filter-name "FS-global"
default-action forward
description "FlowSpec - globalni"
exit

#
#

echo "Service Configuration"

#
#

sap 3/1/6 create
ingress
filter ip 11001
filter ipvé 11001
exit




cesnet _PFidani RTBH pravidla

New RTBH rule

Source |IPv4 address Source IPv4 mask (bits) Community

147 || R 32 RTBH CESNET only

RTBH CESNET + external sites
RTBH NIX a FENIX

Source |IPv6 address Source mask (bits)

128

Expiration date

05/12/2019 12:54 =
Comments
ZneuZiti
Save
HE EEER H_EEENR EEENE _EENE_BEBR H_EEENE_B HE EEER H_EEEN EEEN
| BB | Bl B | N | [ ] | ] Bl B B BB | B B | Bl B | B |



§§§net 'Editace RTBH pravidla

New RTBH rule

Source IPv4 address Source IPv4 mask (bits) Community
147} R 32 RTBH CESNET only v
Source IPv6 address Source mask (bits)
128

Expiration date

05/12/2019 13:00 =
Comments
Notice of Claimed Infringement
Save
HE EEENE H_EEENR EEENE_EEE_B=EBN H_HEHEENE_BN | N | EEEN H_EEEN EEEDE
| BB | Bl B | N | [ ] | ] Bl B B BB | B B | Bl B | B |



cesnet ~ Ovéfeni RTBH - 1/2

B LookingGlass

cesnet

Router to use

Prague | (NIX CE Colo)

Prague | (GEANT primary, AMS-1X)

Prague |l (Public Internet primary, NIX CRa)

Brno (Public Internet backup, GEANT backup, SANET, ACONET)

Command to issue

show bgp ipv4|ipv6 unicast IP_ADDRESS
show route as-path-regex AS_PATH_REGEX
ping IP_ADDRESS

traceroute IP_ADDRESS

Parameter

147.230.17.147 @ Help
Enter Reset




§§§net ~ OvéFeni RTBH - 2/2

cesnet

Sun May 5 13:58:24.744 CEST
BGP routing table entry for .4?/32
versions:
Process bRIE/RIB SendTblver
Speaker 712763833 712763833
Last Modified: May 5 13:03:46.384 for 00:54:38
Paths: (2 available, best #1, not advertised to EBGP peer)
Not advertised to any peer
pPath #1: Received by speaker 0

Not advertised to any peer

Local, (received & used)
192.0.2.1 from s I 135
origin IGP, metric 4294967295, localpref 100, valid, internal, best, group-best
Received Path ID 0, Local Path ID 1, version 712763833

Community: 2:9999 no-export

RFC 5635 — Remote Triggered Black Hole Filtering with Unicast Reverse Path
Forwarding (URPF) —192.0.2.1
BGP Community -- Community: 2:9999 no-export



ces net Ovéfeni RTBH - spravce

RP/0/RPO/CPUO:R1#
Sun May 5 14:15:19.643 METDST

Routing entry for 192.168.1.1/32
Known via "bgp 2", distance 200, metric 4294967294, type 1internal
Installed May 5 13:03:46.460 for 01:11:33
Routing Descriptor Blocks
, from 10.10.10.10
Route metric is 4294967294
No advertising protos.
RP/0/RPO/CPUO:R148#

Paths: (2 available, best #1, not advertised to EBGP peer)
Advertisements of this net are suppressed by an aggregate.
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
Local, (received & used)
from 10.10.10.10 (20.10.10.1)
Origin IGP, metric 4294967295, localpref 100, valid, 1internal, best, group-best
Received Path ID 0, Local Path ID 1, version 673909536
Community: 2852:9999 no-export
Originator: 20.10.10.1, Cluster list: 0.0.0.1




cesnet Zobrazeni pridaného pravidla ALU/Nokia 1/3

A:R1# show filter ipv6 fSpec-0

IPv6 Filter

Filter Id : fSpec-0

Scope : Embedded

Entries : 1 (insert By Bgp)

Sub-Entries : 2 (insert By Bgp)

Description : IPv6 BGP FlowSpec filter for the Base router

Filter Match Criteria : IPv6

Entry 1 2500

Origin : Inserted by BGP FlowSpec

Description : (Not Specified)

Log Id : n/a

Src. IP :

Src. Port

Dest. IP :

Dest. Port ¢ port-list "_tmnx_fSpec_ipv6_131_dst"

Next Header H Dscp : Undefined
ICMP Type : Undefined ICMP Code : Undefined
Sampling : Off Int. Sampling : On
TCP-syn : Off TCP-ack : Off
Fragment : Off

HopByHop Opt : Off Routing Type® : Off

Auth Hdr ¢ Off ESP header ¢ Off
Flow-label : n/a Flow-label Mask: n/a
Egress PBR : Disabled

Primary Action : Rate-limit 100 kbps

Ing. Matches : 0 pkts

Egr. Matches : 0 pkts

A:R1# show filter ipvé "fSpec-@" entry 2500 % detail konkrétniho pravidla




s =

§e§net Zobrazeni pridaného pravidla ALU/Nokia

A:R1# show filter match-list port-list "_tmnx_fSpec_ipv6_131_dst"

Port 1list "_tmnx_fSpec_ipv6_131_dst"

NUM ports/ranges: 2

References:

NUM references:




Y s iead +

§e§net Zobrazeni pfidaného pravidla CISCO 1/5

RP/0/RPO/CPUO:R1#sh bgp ipv6e flowspec

Sun May 5 18:58:28.555 METDST

BGP router didentifier 20.10.10.1, local AS number 2
BGP generic scan interval 60 secs

Non-stop routing is enabled

BGP table state: Active

Table ID: 0x0 RD version: 7

BGP main routing table version 7

BGP NSR Initial initsync version 2 (Reached)
BGP NSR/ISSU Sync-Group versions 7/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, x valid, > best
i - dinternal, r RIB-failure, S stale, N Nexthop-discard
Origin codes: i - IGP, e - EGP, ? - dincomplete
Network Next Hop Metric LocPrf Weight Path
*>

4294967295 100 0 i

Processed 1 prefixes, 1 paths




§e§net Zobrazeni pridaného pravidla CISCO 2/5

RP/0/RPO/CPUO:R1#sh bgp ipv6e flowspec detail
Sun May 5 18:59:25.933 METDST
BGP routing table entry for
NLRI in Hex: 02400020010db8000100000381110501199101e7/160
Versions:
Process bRIB/RIB SendTblVer
Speaker 7 7
Flags: 0x00001001+0x00000000;
Last Modified: May 5 18:30:48.700 for 00:28:37
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Flags: 0x4000000001068005, import: 0x20
Not advertised to any peer
Local, (received & used)
from 10.10.10.10 (20.10.10.1)
Origin IGP, metric 4294967295, localpref 100, valid, internal, best, group-best
Received Path ID 0, Local Path ID 1, version 7
Extended community: Traffic-rate:0,12800
Originator: 20.10.10.1, Cluster list: 0.0.0.1




cesnet

RP/0/RPO/CPUO:R1#sh flowspec ipv6
Sun May 5 19:05:07.333 METDST

AFI: IPv6
Flow

Zobrazeni pi‘idaﬁéﬁo pravidla CISCO 3/5

Actions :Traffic-rate: 102400 bps (bgp.1)
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RP/0/RPO/CPUO:R1#sh flowspec ipv6
Sun May 5 19:02:31.256 METDST

AFI: IPv6
Flow :Source:2001:db8:1::/0-64,NH:=17,DPort:=25|=487
Actions :Traffic-rate: 102400 bps (bgp.1)
RP/0/RPO/CPUO:R1#sh flowspec ipv6 Source:2001:db8:1::/0-64,NH:=17,DPort:=25|=487 detail
Sun May 5 19:02:33.489 METDST

AFI: IPv6
Flow :
Actions :Traffic-rate: 102400 bps (bgp.1)

Statistics (packets/bytes)
Matched : 0/0
Dropped : 0/0
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RP/0/RPO/CPUO:R1l#show policy-map transient type pbr pmap-name __bgpfs_default_IPv6

Sun May 5 19:14:22.894 METDST
policy-map type pbr __bgpfs_default_IPv6
handle:0x36000003
table description: L3 IPv4 and IPvé6
class handle:0x760002bc sequence 1024
match source-address 1ipv6
match protocol udp
match destination-port
police rate 102400 bps
conform-action transmit
exceed-action drop
|
|
class handle:0xf6000003 sequence 4294967295 (class-default)
|
end-policy-map
|







_c_:_g_gnet ~ API- vytvoreni klice

Your machines and ApiKeys

Machine address ApiKey Action

192.0.2.100 Tco6e5db03d08d34abfd753c36462026b7413e73bTic132a “

192.0.2.150 09a5a3986ada2836555T26b05e800c0f4703f6fee26cd4 169 “
| Add new Apikey



_q.egnet i API - ziskani tokenu

[pa@oxx ~]$ curl -4 -include '

HTTP/1.1 200 OK

Date: Wed, 30 Jan 2019 10:30:00 GMT

Server: Apache/2.4.38 (Red Hat Enterprise Linux) OpenSSL/1.0.2q-f1ips
Strict-Transport-Security: max-age=63072000; -includeSubdomains;
Content-Type: application/json

Content-Length: 297

{

"token":
ohTeiXiegiellsiong9yoelsa3beweebahquohsulDeiFohGOia6Keeth2miiluun9podkaiquieTaigaeY5hohT5qua9uf6oBa7ewuaH

3jope6lahbeyo8eiga9yiNeeH2Iopoo2Ieyiic2chaibeelLelwongiac7uuleeth7Yikoilaeci3Thaesh2aipa5ohqueed4Ewe6aiph7ro
o5deiGhei2elootuo4no70oJu6daebahfiekuBei2peis3

}




ceshet ~ API - pfidani pravidla

[pa@oxx ~]$ curl --include --request POST --header "Content-Type: application/json" --header "x-access-
token: token" --data-binary "{ \"action\": 2, \"protocol\": \"tcp \", \"source\": \" \",
\"source_mask\": , \"source_port\": \"\", \"expires\": \"03/05/2019 12:30\" }"
'https://localhost/api/vl/rules/ipv4'

Odpovéd’ serveru (bez hlavicek):
{

"message": "IPv4 Rule saved",
"rule": {
"action": "QoS 1 Mbps",
"comment": "",
"created": "Wed, 24 Apr 2019 10:30:00 GMT",
IldestII: IIII,
"dest_mask": null,
"dest_port": "",
"expires": "Fri, 03 May 2019 12:30:00 GMT",
"flags": IIII’
"id": 18,
"packet_len": "",
"protocol": "tcp",
"rstate": "active rule",
”SOUI’CG"! n Il’
"source_mask": 5
"source_port": "",
"user": "pa@cesnet.cz"




cesnet : Testovani API

B Testovani APl pro komunikaci s detekénimi programy

B FTAS
M knihovna pro spolupraci s ExaFS (ve vyvoji/testovani)
M automaticka regulace bude aplikovana pouze pfi minimalnim riziku vyskytu “false positives*
WM aktudlné desitky aZ stovky udalosti denné (viz. graf s dennimi agregaty od
1. dubna > dava smysl)
B po nasazeni pro tento Ucel pfizplisobime detektory (lepsi Skalovani, oddéleni jasnych
pripadd apod.)
B cilem je produkcni nasazeni do konce roku
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S_?_§net Co to pohnani

B exaBGP 3.4.26 (planovan prechod na verzi 4.0.x)

B Python 2.7 (kvuli RHEL, v aplikaci pocitano s prechodem na 3.7)
MariaDB
B Flask + WTForms + SQLAlchemy

B Uvolnéno pod licenci MIT
B Dostupné v repozitafi GITu
B Dokumentace APl na



cesnet i Plany 2019

B Testovani APl pro komunikaci s detekénimi programy

B Rozsifovani mezi dalsi spravce, klienty...

B Aladéni a testy a ladéni a opravy a testy a ladéni

B Dlouhodobé plany

B Moznost konfigurace Cisticky z jednoho rozhrani






cesnet PRIPRAVOVANE AKCE

B Seminar IPvé

m 6.6.2019 na CVUT v Praze
m jednodenni seminar vénovany internetovému protokolu IPvé

m Call for Lightning talk seminar-ipv6@cesnet.cz

m program a registrace: https://www.cesnet.cz/akce/ipv6-2019/



mailto:seminar-ipv6@cesnet.cz
https://www.cesnet.cz/akce/ipv6-2019/

cesnet NOVINKY SDRUZENI CESNET

B Akce

m https://www.cesnet.cz/akce/

B CESNET eNews

m https://www.cesnet.cz/enews/

0 B Facebook

m https://www.facebook.com/cesnet.cz/

, B Twitter
m https://twitter.com/CESNET news



https://www.cesnet.cz/akce/
https://www.cesnet.cz/enews/
https://www.facebook.com/cesnet.cz/
https://twitter.com/CESNET_news
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