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Is Cloud Exit a trend?
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traditional IT, better know!

Small mistakes in the cloud can have big consequences.




Cloud Exit is indeed a reality
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The Big Cloud Exit FAQ cloudu
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Just over a year ago, we announced our intention to leave the cloud. We then
shared our complete $3.2 million cloud budget for 2022, and the fact that we
were going to build our own tooling rather than pay for overpriced enterprise
service contracts. The mission was set!




Cloud Exit highs and lows

A: “We have 90% of instances in only four AWS
regions”

 B: “Let’s build four PoPs / data centers in similar
locations. What can go wrong?”

« A: “We had VPC peerings and transit gateways to
link the micro-services.”

* B: “No problem, we just build fully-meshed IPsec
tunnels between the on-prem sites. We could use a
few OpnSense VMs for that. It will be fine...”

—



Apps may not like it...

# first-incident-responder-team

- A - 0ih ot 239 P
. Networking issues in a couple of DCs?

# first-incident-responder-team

B D - 15th, 2023 at 8:34 AM
Sounds like "networking” issue to me because | can reproduce it inconsistently (edited)

L
DD - 1ih, 2023 at 5:47 AM
Assuming this means it's a networking issue, @/l o you think there is anything we can do?




What can go wrong? Part 1

 Proxmox cluster split to multiple DCs

« Proxmox uses Corosync for “membership
management”

 Aggressive timeouts (1s) in Totem protocol

 Suspected network issues needs a debugging tool
 fping? hping3?

—



Part 1 happy end

~ Jupyter analyze LastCheckpoint:2 years ago a
— L
— File Edit View Run Kernel Settings Help Not Trusted
B+ X DO [ » m C » Code v JupyterLab [ Python 3 (ipykernel) O

hping3 can do UDP |
Data science tools :-

02.02.2100:00 02-02.2106:00 02.022112:00 02.027118:00 03.02.21 0000 03.0271 06:00 03.027112:00 03.02.2118:00

fig, ax = plt.subplots(figsize=(20,10))

for key, grp in df.groupby(['ip']):
ax.plot(grpl‘time'], grp(’rtt sd'], label=key)

ax.xaxis.set_major_formatter(dfmt)

ax. legend()

pLt.show()

https://github.com/ w
tmshlvck/udpsmoke :
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WCGW2: Fun with apps in K8s
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Fun with apps in K8s - problem found?

root@_:/var/log# grep buffer syslog.1
Jan 17 16:06:50 zhl-d1l115 kernel: [512287.300913] bnxt_en

0000:21:00.1 ens2flnpl: RX buffer error d370004
Jan 17 16:06:50 zhl-dl115 kernel: [512287.300915] bnxt_en
0000:al1:00.1 ens2flnpl: RX buffer error d370004
Jan 17 16:06:50 zhl-dl115 kernel: [512287.300923] bnxt_en
0000:al1:00.1 ens2flnpl: RX buffer error d370004
Jan 17 16:06:50 zhl-dl115 kernel: [512287.300935] bnxt_en
0000:a1:00.1 ens2flnpl: RX buffer error d370004

—



Continuous (high-frequency) monitoring

gRPC based Telemetry
SNMP :-)

Icinga2

XiCINGA

SmokePing

Prometheus Blackbox
Exporter




Meet Telephant in the room

 Continuous high-frequency mesh probing

« Prometheus exporter
« YAML traces - Publish to web and share URL only




Continuous high-frequency monitoring
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88 General / UDPSmoke <

nstance  zhl-netmgrzhl.dfinity.network:8889 v target | All v proto | All v
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- 2h1-netmgr.zh1. dfinity.network:3889", job="udpsmoke’, peer="ch, peerip="2607:f610:30041 8fabcff:fe18:aedd", prot — {instance="zh1-netmgr.zh1 dfinity.network:8889", job="udpsmoke", peer="ch’, peerip="2607:160:3004:1 eBfai6cffifel 8:acdd", proto="6")
- 2h1-netmgr.zh1. dfinity.network:8889", job="udpsmoke’, peer= 001:4d78:40d:0:6017:3ff fefo:b346", prot — {instance="zh1-netmgr.zh1 dfinity.network:8889", job="udpsmoke’, peer="1r", peerip="2001:4d78:40d:0:6017:3ff:fef9:b346", proto;
- 2h1-netmgr.zh1. dfinity.network:8889", job="udpsmoke’, peer="sf", paerip="2602:fb2b:100:10:8841:c3ff:fe71:2d 1b", proto="6"} = {instance="zh1-netmgr.zhl dfinity.network:8889", job="udpsmoke’, peer="sf’, peerip="2602:b2b:100:10:8841:c3ff:fe71:3d1b", proto="6")
= h1-netmgr.zh1. dfinity.network 889", job="udpsmoke’, peer="zl", peerip="2a00:fb01:400:42:c805:72f:fed7:122", prot = {instance="zh1-netmgr.zh1 dfinity.network:8889", job="udpsmoke’, peer="zh", peerip="2a00:fb01:400:42:c805:72fffed7:122, proto="6")
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= {instance="zh1-netmgr.zh1.dfinity.network:8889", job="udpsmoke", peer="cf, peerip="2607-60:3004:1 eBfa:6cff fe18:aedd’, proto="6y = {instance="zh1-netmgr.zh1 dfinity.network:8889", job="udpsmoke’, peer="ch’, peerip="2607:60:3004:1 eBfa:6cff:fe1 8:aedd", proto="6")
— {instance="zh1-netmgr.zh1.dfinity.network:8889", job="udpsmoke', peer="1r", peerip="2001:478:40d:0:6017:3ff fefo:b346", proto="6"} — {instance="zh1-netmgr.zh1 dfinity.network:8889", job="udpsmoke', peer="1r’, peerip="20014d78:40:0:6017:3ff:fef9:b346", proto="e’}
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2001:4d78:400:0:6017:3ff:fef9:b346", proto="6"}
'2602:b2b:100:10:8841:c3fffe71:3d 11", proto="6"}

zh1-netmgr.zh1.dfinity.network:8889", job="udpsmoke", peer="sf", peeri

Zh1-netmgr.zh1. dfinity.network:8889", job="udpsmoke’, peer="zh", peerip="2a00:fb01:400:42:c805:72ff.fed7:122", proto="6'}

== {instance="zh1-netmgr.zh1.dfinity.network:8889", job="udpsmoke", peer="
= {instance="zh1-netmgr.zh1 dfinity.network:8889", job="udpsmoke’, peer='

— {instance="2h1-netmgr.zh1 dfinity.network:8889", job="udpsmoke", peer=

= {instance="zh1-netmgr.2n1 dfinity.network:8889", job="udpsmoke’, peer="zh

ch', peerip="2607:{6f0:3004:1 :e8fa:6cff:fe18:aedd", proto="6"}
", peerip="2001:4d78:40d:0:6017:3ff:fef9:b346", proto="
sf", peerip="2602:b2b:100:10:8841:c3{ffe71:3d1b", proto="6"}
, peerip="2a00:fb01:400:42:c805:72ff-fed7:122", proto="6"}




What can go wrong - part 3: MTU issues

2: th@pes:~/Sync/projects/telephant ¥ o x
UDPPing
Peer | T | RxX | RTT (ms) | Lost 000 Crpt | PingRx
slon6 2a@2:2a8:1:20::49c6 319 5.8/s 319 (108.0 %) 5.0/s 17.6 17.1 N/A 000 0] Easy to extend
slon4 93.188.73.198 319 5.8/s 319 (108.0 %) 5.0/s 18.1 17.6 N/A 0 ee e

Extensive traces

Rename: Telephant
Prometheus

exporter
YAML traces upload

https://github.com/tmshlv
ck/telephant

0:01:04 | Tx 1412B | --- | q:Quit u:up d:down c:reConfig r:send Report 1: Logs +/-: TxLen+/-



https://github.com/tmshlvck/telephant
https://github.com/tmshlvck/telephant

What can go wrong - part 3: MTU issues

2: th@pes:~/Sync/projects/telephant ¥ o X
UDPPing

Peer | Tx | Rx I RTT (ms) I Lost 000 Crpt I PingRx DS'“te (CH)

slon6é 2a02:2a8:1:20::49c6 932 5.0/s 932 (100.0 %) 5.0/s 17.9 17.0 N/A PRI (<]

fails @ 1413B data

+ 20B Telephant header
+ 8B UDP header

+20B IPv4 header
+40B IPv6 header

= 1501B

httﬁs://www.telegha nt.eu/repor

t?showreport=1

0:03:07 | Tx 1413B | --- | g:Quit u:up d:down c:reConfig r:send Report 1: Logs +/-: TxlLen+/-



https://www.telephant.eu/report?showreport=16
https://www.telephant.eu/report?showreport=16

Telephant Web

<« C @ = telephanteu/myreports # 0 & O = O@®
G Google & Contacts [ Calendar Keep (¥ Duo dict.cc Slovniky W Wikipedia @ Mastodon @ Ubuntu—Ubu... @ Fedora Packa... » 3 All Bookmarks.
* https://telephant.eu
Telephant Reports MyReports Groups APIKeys Users Search [tmshlvck@gmail.com] Logout . .
My Reports

« Report is static once uploaded

n 2024-01- + 2200:1028:83¢0:250e:11 (AS5610) + 621001506 (AS29134)
17T22:43:24.330317 « 2200:1028:83c0250c:cdd7:26f8:7bal:853f + 2001:1ab0:7e1e150:6 (AS29134) [ ] Re p O rt h a S m eta - d a ta - S e a rC h a b I e
(AS5610) + 9318873198 (AS29655)
+ 220222 6 (AS29655) R .
 List of SRC and DST IPs included
2 2024-01- + 2200:1028:83¢0:250e:11 (AS5610) + 621001506 (AS29134)
17T22:59:49.465761 « 22001028:83¢0250c:cdd7:26f8:7bal:853f + 2001:1ab0:7e1e150:6 (AS29134) .
= e * ping & traceroute to all targets
+ 22022 6 (AS29655)
g s “RRD” |
3 2024-01- o 2202:2211:380:300:6¢02:787d:23a:d0; o 62.109.150.6 (AS29134) [ - St e C O m re S S e Sta tS
17T22:59:52.124795 (AS6830) + 2001:1ab0:7e1e150:6 (AS29134) y
+ 9318873198 (AS29655) R
s 155 (24 hrs) + 5m (30 days) time
1 2024-01- o 2200:/b01:400:42:80572fffed7:122 (AS24951) = 2001:4d78:40d:0:6017:3ff:fefo:b346 (AS15830) R
17T23:20:17.300358 + 2602:fb2b: :8841:C3ff-fe71:3d1b (AS398485) S e rl e S
« 260716 e8faibcififel8:aedd (AS19930,
AS15830)
+ 2200:b01:400:42:805:72fffed7:122 (AS24951)
15 2024-01- o 2202:2311:380:300:6c02:7874:232:d0 + 621001506 (AS29134) . . . .
18T01:12:03.753466 (AS6830) + 2001:1ab0:7e1e:150:6 (AS29134) ° AI m I n g to p rOV I d e a n eW d e b u g g I n g
16 2024-01- o 2202:211:380:300:6c0a:787d:23a:d0 . to O I
18T01:29:36.387238 (AS6830) .

« Simplify/standardize issue

-
reporting
Previous Next



https://telephant.eu/

Questions???
Input!
Thank you!

16
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