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DNS, DNSSEC, root zone
● Many TLDs signed before DNS root zone
● DNSSEC Lookaside Validation (DLV) – the most used one by ISC
● Long discussion about a process of signing root zone – roles KSK, ZSK, …
● DNS Root zone signed in 2010 – KSK managed by ICANN/IANA (PTI), ZSK 

managed by Verisign (a.root-servers.net)
● IANA chose two locations – Culpeper, VA (Washington DC) and El 

Segundo, CA (Los Angeles)
● 27 volunteers from technical community – TCRs – 3 teams
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People involved in KSK ceremonies
● 2x 7 COs, 7 RKSHs - https://www.iana.org/dnssec/tcrs
● 4 ceremonies a year – East coast / West coast alternation
● At least 3 COs per ceremony
● All video recorded
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KSK ceremonies
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Ceremony room

Key ceremony room – Tier – 4

Safe room – Tier – 5

Equipment and credential safes 
– Tier – 6

Deposit boxes – Tier - 7
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KSK Ceremony
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KSK Ceremony
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KSK Ceremony
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KSKs
● KSK-45

– May 22 2022, 14 people, 6 hrs, Script 54 (131) pages
– Reissue CO Cards, Destroy HSM4 (East), Replace 2 TCRs (CO3 – me 

and RKSH7)
● KSK-49

– April 27, 2023, 19, people, 3.5 hrs, Sript 44 (83) pages
– Replace TCR (CO6), Generate new KSK, OS media change DVD->SD)
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KSK ceremonies
● Very robust process
● Very detailed planning (script in advance)
● Every small detail minuted – exceptions etc.
● Extreme level of transparency – cameras, software images, logs, … - 

check https://www.iana.org/dnssec/ceremonies

● Trust

https://www.iana.org/dnssec/ceremonies
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My journey to CO3 East
● Call for volunteers (2010)
● Invited to ceremony #2 (West Coast) as External Witness
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After „a while“
● November 2018 – informed that I am one of candidates for Backup TCR 

– background check
● September 2019 – selected as Backup TCR
● February 2020 – informed to be selected as a replacement of one TCR – 

planned for KSK-41 (April) – didn’t happen due to pandemic
● May 2022 – KSK-45 - Culpeper, Virginia, USA – finally possible to travel
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KSK-45
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Do you wanna be TCR?
● Integrity, objectivity, reputation
● Understanding DNS and DNSSEC
● Represent the broadest cultural and geographic diversity
● Familiar with: the operation of TLD registries and registrars; IP address 

registries; Internet technical standards and protocols; policy 
development procedures, legal traditions and the public interest; and 
the broad range of business, individual, academic and non-commercial 
users of the Internet;

● Volunteer, English, No affiliation with PTI, ICANN or Verisign
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And some fun :-)
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KSK-45
● Very robust process
● Very detailed planning (script in advance)
● Every small detail minuted – exceptions etc.
● Extreme level of transparency – cameras, software images, logs, … - 

check https://www.iana.org/dnssec/ceremonies
● Travel support from ICANN
● https://www.iana.org/dnssec/tcrs
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And some fun :-)



Thank you!
Ondřej Filip
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