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5 ways a tool can suck

Schizophrenia
Cold coffee
Size matters

| have no mouth and | must scream

Inevitable degradation

B FLOWCUTTER







site  all v

Panel Title Panel Title

Search:

v proto 4 stime 4 etime

S,

(/

uoP 2021-06-02 11:24:43.982000 2021-06-02 11:54:40.440000

upP 2021-06-02 10:54:32.508000 2021-06-02 11:24:13.178000 213.195.223.16/UDP
81.30.226.13/UDP

upP 2021-06-02 10:24:24.670000 2021-06-02 10:54:24.572000 213.195.223.14/UDP
81.30.226.12/UDP

uppP 2021-06-02 09:53:38.573000 2021-06-02 10:23:25.106000
81.30.226.14/UDP

UDP 2021-06-02 09:23:31.083000 2021-06-02 09:52:57.031000 Z17.66:16324/UDE
157.240.30.21/UDP
157.240.30.63/UDP
213.195.224.131/UDP
81.30.241.154/UDP
213.195.224.212/UDP
213.195.223.59/UDP

—

Panel Title

94.230.149.146/UDP
213.195.194.185/UDP
35.214.151.58/UDP
213.195.223,10/UDP
213.195.222.222/UDP
217.66.163.108/UDP
(‘))9 00 09:30 213.195.223.30/UDP

== avg_bps == avg_bps_prevday 213.195.205.168/UDP.




Photo from twitter.com/billydracula/ ¢ _



Grafana

examples

a General Dashboards / Analysis %
>
Q Se Slv  Sewca®  Enter vaciable vl B

Ovstiatin Adavoss thers  +

Transferred bytes (total)
83.0ms

Top Protocsls

Traffic (poak) '

88.6 ks

Packets (pesk)

Op/s

om
@0 ous

BGP communication pairs

04:00
Nurmber of communicating pairs

Top source IPs by transferred packets
114.164.13.173
66.28.168.246
130.87.169.36
88.114.183.202

88.114.183.207
137.216.2206
95.12.92.179
170.218.129.165

186.29.241.2
220172.2222

9714488

186.20.2252

Traftc (ea/s)

Packets (3)

o
”x
Pows (1p4)

Tahers (P pus) (gt

Talkers

19216820558

[RCRCPIRr
019216820172

1192168208188
9210022128

1018

1030

1045

T 118 1130 a8 1200

97.144.4.4

186.29.224.2
239.203.1.1
104.165.47.1
220.172.194.232
153.94.135.1
18.44.83.18
99,143.01
33136646
186.29.241.1
17.140.38.10
17.4288.128
22017222212
17.140.34.10
31447414
17.140.36.10

192.160.25.138

19216821 18 |

19216025110 «

Top DNS resolvers

4278147 flows
1408997 flows
564983 flows
143851 flows
79886 flows
29639 flows
16558 flows
9785 flows
8965 flows
8150 flows
6684 flows
6214 flows
5723 flows
4787 flows
2742 flows
2264 flows
2253 flows
2113 flows
2066 flows

2015 flows

53/UDP
53/TCP
853/TCP
#53/UDP




’ - =
Photo from www.timessquarenyc.org / / ., - FLOWCUTTER



\

Flow records per second

(




BGP communication pairs

Grafana
examples =

Number of communicating pairs [} 4 0330

Top source IPs by transferred packets
114.164.13.173
66.28.168.246
130.87.169.36
88.114.183.202

88.114.183.207 Top DNS resolvers

137.216.220.6
95.12.92.179

186.29.2412
2201722222

Top DNS ports

170.218.129.165 97144838
186.29.2252

9714444
186.29.224.2
23920311
104.166.47.1
220172194232
153.94.135.1
18.44.83.18
99.143.0.1
33136646

186.29.241.1

17.140.38.10
17.4288.128

22017222212
171403410 2113 flows
31441414 2066 BS3/TCP
17.14036.10 2015 fio 853/UDP

S3/UDP
53/TCP




Photo from thewertzone.blogspot.com *



_--‘@wt .

and | must! ’
scream

I
o ' FLOWCUTTER



<
k3

X O

.Vnﬁu_

Photo from www.geocaching.com



Movement

Bathroom

Deck Front

Deck Siie

Dining
Daily Totals

e T A R AT

02/14 02/17 02/20 02/23 02/26 03/01 03/04 03/07 03/10 03/13 03116 03/19 03/22 03725

e
Emto
ety .
Hat .
anary
Lo

Master Bedroom

P l
suis .

Study

Per-Panel Daily

Wardrobe

Washing Line

Workshop

08113 00.00 081312:00 08/14.00:00 08/14 1200 08/15 00:00 08715 12:00 0816 00:00 03/16 12:00

0.00 020 0.40.52

N

2 03/25

H e a t m a p s 02/11 02/14 02117 02/20 02/23 02/26 03/01 03/04 03/10 03/13 03/16 03/19 03/,
S
1.49 kWh
P o l o




-

Sy
A

inevitable?

Is i




Link down

12.5Mb/s
10 Mb/s
7.50 Mb/s
5Mb/s
2.50 Mb/s
Ob/s

— Traffc (bits/s)

Talkers & Flows -

yx |
mid
(i ETE ‘j\‘)i!y‘cﬁ‘- ‘t, 0 Jp-:y,”" \

Flows per second

12/11 00:00 12/11 12:00 12/12 00:00 12/1212:00 12/13 00:00 12/1312:00

04:50 05:00
== Flows (fps)

== Talkers (IP pairs) (ric




Anomalies not for humanz




Anomaly detection
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5 ways of solution

Schizophrenia unifyied frontend + customizable to your image
Cold coffee fast query on cardinal data

Cloning Size matters, especially on 1M+fps

| have no mouth and | must scream open via API + shared data sources

Inevitable degradation anomaly detection lookout
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