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@QRATOR LABS POIf!!SenIBQch

o Unik (leak)

o cesta smeruje k opravnenemu cili
o Sireni skutecnych zaznamu o sitich mimo
urcenych cest

e unos (hijack)
o cesta smeruje nekam jinam
o vytvoreni protipravni informace



@QRATOR LABS /,zque/\Pl?Y-*%

e ustaleny model vztahu mezi sitemi

o “Stable Internet Routing Without Global
Coordination” [Gao-Rexford]

o hierarchicke vztahy
m customer - provider (odbératel - poskytovatel)
m peer-peer (soused - soused)
m Route Server - RS-client


https://people.eecs.berkeley.edu/~sylvia/cs268-2019/papers/gao-rexford.pdf

'BGP tnik

QQRATOR LABS
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@QRATOR LABS

Kontrola tnikdi-
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@QRATOR LABS ) Itrace/u /ﬁ*uﬁ

e muze to byt nenapadné
o filtrace bez oznaceni
o napfiklad jen pomoci seznamu prefixu

e vlastni metoda a community
e musi byt soucasti vaseho filtru
e nesmite udelat zadnou chybu



i) BGP nik:
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(JaraTorLABS — Vitejte RFC 9234

e https://datatracker.ietf.org/doc/rfc9234/

o “Route Leak Prevention and Detection Using
Roles in UPDATE and OPEN Messages”

m “Prevence a detekce unikl pomoci roli v zpravach
UPDATE a OPEN"

o brezen 2016 — 1. pracovni verze
o kveten 2022 — RFC 9234
o cca. 6 let
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https://datatracker.ietf.org/doc/rfc9234/

Q SR ATORIAES VIastnosti/RF(,‘ﬂJZ:{m

e jen “bezny” BGP
o maditieast, vph
o eeontederation
e role
o pfi zfizovani BGP relaci (OPEN zprava)
o vzajemna kontrola
o pfisny (strict) rezim
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@QRATOR LABS VlaStHOSti/RF(,‘/ 9234——

e OTC atribut

o “only to customer” — jen k odbérateli
m poskytovatel, peer, route server

informace o cesté (UPDATE zprava)
prechodny (transitive) atribut
funguje automaticky

dvoijita kontrola (import, export)
dvojité nastaveni

O O O O O
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@ Kontrola tniku-
QRATORLABS [ :

prefix

AS1
(poskytovatel)

AS2

(poskytovatel)

nastaveni OTC

nastaveni OTC

AS10
(odbératel)

13



((JarATORLABS Podpora RFC 9234

OpenBGPD 7.5 (25. Cervence 2022)
FRRouting 8.4 (7. listopadu 2022)

BIRD 2.0.11 (12. listopadu 2022)
freeRtr 28. dubna 2023
VyOS frr uvnitr, ale sablony jsou ve vyvoji

MikroTik ~7 verze, ale jen v konfigurace
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https://vyos.dev/T4817

@QRATOR LABS - Podpora RFC 9234

vyvojova vetev od 8. prosince 2022
tcpdump ale verze 4.99.4 od 7. dubna 2023 zatim
nema podporu

vyvojova vetev od 1. kvetna 2023

Wireshark asi bude ve verzi 4.1
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https://github.com/the-tcpdump-group/tcpdump/commit/66570942146fa06ac73d23f15ee7c49cb35caf4d
https://gitlab.com/wireshark/wireshark/-/commit/e76437d13fce00ca67bbd8ccde863ffb0743539d

(JarATORLABS e Podpora RFC 9234

e dalsi nastroje

o Vyvojari, komunita te potrebuje!
e sitova zafizeni

o vyrobci chtéji vice pozadavku
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@QRATOR LABS Zavedem;RF(f// 9K’»4~

o RIS MRT dump

1097657/53147 435 ~ 2%
o AS204092 GRIFON (FR): 1 092 519

o AS8631 MSK-IX: 4 802
m a dalsi: EKT, NSK, VLV, RND, SMR, SPB

o zbyva 336
o mozna AS6939 Hurricane Electric
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@QRATOR LABS Zavedem;RF(f// 9K’»4~

e full view

o AS200950 Tom Funken (DE)
o AS207024 Cloudcell (TR)

o AS8631 MSK-IX

m 195.151.58.0/24
e BGPas_path: 5511 2854 29470 56533
e BGPotc: 8631

m 195.151.0.0/16
e origin: AS2854
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(JaraToRLABS - PfipadzASZ%4e

195.151.58.0/24 195.151.0.0/16

customer provider

AS2854

customer provider
? AS20764

AS8631
MSK-IX
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(JaraToRLABS __Kontakty-

e Alexander Zubkov

o Qrator Labs
o green(@qrator.net

e Qrator.Radar
o https://radar.qrator.net
o https://twitter.com/Qrator_radar
o radar@grator.net
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mailto:green@qrator.net
https://radar.qrator.net
https://twitter.com/Qrator_radar
mailto:radar@qrator.net

Sireni

pocCet AS

Cas (rok 2022)
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(JaraToRLABS ’Bormm’-l

g

Unik = Unos Potiebuje | VSichni Dostupné

(leak) | (hijack) RPKI | musi P
Role ne ne ne
ROA ne ne ano
AS PA ne pracovni
BGPsec ano
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