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Silicon Hill

* Nejvétsi a zakladajici klub SU CVUT (1998)

* Nejvetsi studenty spravovana sit™ (zaCatky v 1993)
 Doom

e ~3000 clenu

e 5760 gigabit access portu

e 385 access pointu (14. 6. 2022)




yzicka topologie sité

Patrové switche (0-5. patro)
120x C2960S/X-48, C9200L-48

Uzivatelska PC, mobilni zarizeni + AP
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Logicka topologie sité

« ~90 VLAN, 1 router (Catalyst 9500)
* LAN s verejnymi IPv4 a IPv6 rozsahy
e ~1,5/24 per blok + /64 per VLAN
 DHCPv4 + DHCPvV6 s identifikaci dle MAC
 RFC 6939
* Port-security + IPv4/v6 ACL FHS (+BCP38)




Ukazka konfigurace portu
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interface TenGigabitEthernetl/0/40
description R4

switchport access vlan 144

switchport mode access

switchport port-security mac-address 30##.####.ff15
switchport port-security

1p access-group ACL-Tel/0/40 1in

no cdp enable

1pvo traffic-filter ACLv6-Tel/0/40 1in
no lLldp transmit

no lldp receive

spanning-tree portfast

spanning-tree bpduguard enable

. end

Standard IP access list ACL-Tel/0/40
10 permit 0.0.0.0
20 permit 172.16.144.30
30 deny any

IPvbo access list ACLvo-Tel/0/40
permit 1pvo host 2001:718:2:E4::DEAD:BEEF:CAFE any sequence 10
permit 1pvo FE8@::/64 any sequence 20
deny 1pv6 any any sequence 30




WiFi -

e Privatni IPv4 + verejné IPv6 adresy
* |[Pv6 problem - absence DHCPV6 klienta u jedné platformy
« => DHCPV4 dle MAC + SLAAC + dot1x accounting
* |oT zarizeni ... problém ovérovani
e Mensi koleje pouzivaji per user VLAN s NATem (neresSi loT PSK)
e Kolegoveé z AGDSN.de implementuji SPB-M I[P fabriku s PSK na WiFi

e Strahov: MPSK / iPSK



http://AGDSN.de

Sneak peaks

¢ “desitka” na pokoj :)))
o Koax
o FTIr
10 a 25 Gb pro koncové zarizeni
« Workstations - pripojeni k NAS storage
 FTP open-source mirror
 Dante campus-wide compliant network

« Streaming router s LTE zalohou + VPN callhome




Informacni system

« Evidence ¢lenu, ¢lenskych prispévku
o Konfigurace sité (fretka)
 DHCPv4, DHCPv6, DNS, 802.1x, TACACS+, SMTP
* OAuth
e Vlastnosti, které usnadni zivot
 Detekce portu (DHCP Option 82)

 |dentifikace Clena z IP na loginu




\V IV 3y 4

Nejcastéjsi zdroje vypadku
historicky - dosud

* Odpojene Tcka
* Doslo misto na disku (DHCP), fretka

« Udrzba trafostanice na Karlaku, UPS v centralni serverovné (SHapokalypsa)

» switchport trunk allowed vlan 123
e add:)
* spanning-tree bpdufilter enabled
« Za posledni rok overall uptime SLA ~99.92% (neplanovanych vypadku/odstavek)
* Do prosince predchozi dva roky ~99.999%



https://www.youtube.com/watch?v=IUryRvjWvoE

Nestandardni situace

Self-esteem, Confidence, Achievemen
Social Needs

Friends, Family

Safety and Security
Physiological Needs (survival)
Air, Shelter, Water, Food
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Nestandardni situace

« CESNET2 AUP
« Sdileni U¢tu / routery - neevidované cizi zarizeni
e -> Odpojeni od sité (ban)
e Stiznosti smérem k dékanum fakult, studijni oddéleni...

 Ambasady...
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demo?




Dekuji za pozornost




