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Jak blizko jsme rozstepeni?
Suverénni RUNET, .ru, .su, .pt

Ondrej Filip * ondrej.filip@nic.cz « 21. 6. 2022
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Co drzi Internet pohromadé?

e Jednotné poskytovani sluzeb
e Jednotny jmenny systém

e Jednotny routing

e Jednotny adresni systém

e Jednotné standardy

DN ot 1% ) | [ ofpoivtrtet



Jednotné poskytovani sluzeb

e Jiz naruseno davnou - geoblocking
e Ukoncovani sluzeb v Rusku (Facebook, Youtube, etc.)
* Blokovani ze strany Ruska i EU

e |Lze snadno obchazet pomoci VPN, lze rychle opravit
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Jednotné poskytovani sluzeb
MOHUTOPUHI peecTpa 3anpeLleHHbIX canToB PockoMHaa3opa

A furore Roskomnadzoris libera nos, Domine

1 HenpepbIBHO cobupato Bbirpy3ku (4acTb peecTpa 3arnpeLleHHbIX CaliToB, KOTopas BblAAETCA MHTEPHET-NPOBaliepamM [/1s OCyLLEeCTB/IEHNS OrpaHNyYeHns
[0CTyna K caitTam) 1 cumTato KonnmyecTso IP-agpecos B Heli U3 3anuceii ¢ TMNom 6/10KMpoBkK "no IP-agpecy”. B cyMMy BK/IHO4AKTCA B TOM YMc/e U

Al

KOMMYecTBO afpecoB 13 "noaceTei” 13 BbIrpy3ku. B ntore Ha rpagmkax oTobpaKeHbl CYETUMKN MOTHOCTHIO G/10KMpYEMBbIX IP-aipecoB No AaHHbIM

othmumansHoro peectpa PockomHazgsopa. IMeHHO aToT Tn 610oknpoBKY PockoMHaa3op v MpokypaTypa NpUMeHSIT 415 6l10KMPOBKN MeCCeHKepoB
Telegram u Zello.

Brnokupyemsie IP uz peectpa. Beirpyska: 21 vioH. 2022 r., 08:33 GMT+2
33 565 » - - . . . . . - . . .
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[____] Konuuectso IP aapecos
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Jednotny jmenny system

Organizace ICANN a operatori korenoveé zony
Komplikovana struktura — multistakeholder approach
Neutralita

Obtizna redelegace

"Where's www.wikipedia.org?" root
Zaniklé domeny (.cs, W ——Z | nameserver

nameserver
"Try 207.142.131.234"

org.
MlmOChOdem SuU DNS Iterator

L'

T i wikipedia.org.
nameserver

SN o £ 1| T

198.41.0.4

204.74.112.1

207.142.131.234

SPRAVCE
DOMENY CZ



SUPPORTING ORGANIZATION (SO) ADVISORY COMMITTEE (AC)
APPOINTEES: APPOINTEES:

Each of the three SOs nominates two directors: The ALAC nominates one director, and each of
the other ACs nominate one non-voting liaison.

Address Supporting Organization (ASO)

At-Large Advisory
Committee (ALAC)

Country Code Names Supporting
Organization (ccNSO)

Generic Names Supporting Governmental Advisory

Organization (GNSO) Committee (GAC)
Root Server
System Advisory
Committee (RSSAC)
Security and
Stability Advisory
Committee (SSAC)

INTERNET ——ICANN PRESIDENT

ENGINEERING AND CEO

TASK FORCE (IETF)

APPOINTEE:

The IETF nominates one
non-voting liaison.

Learn more about the current
ICANN Board members at:

http://go.icann.org/board

‘ Learn more about the ICANN

NOMINATING COMMITTEE (NomCom) APPOINTEES: Board Bylaw at:
ﬁ VOTING MEMBERS The NomCom appoints eight seats. http://go.icann.org/boardbylaw
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Jednotny routing

e Pater Internetu — TIER-1 ISPs — US, EU, Asie
e IXPs — LINX vs Megafon & Rostelecom _
® _Umen, COgent o %Networks TTTTT “

TTTTTTT

Tier 3 Network Tier 3 Network
(multi-homed ISP) (single homed ISP)

Internet users
(business, consumers, etc)
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Jednotny routing

e USA-AT&T, GTT Communications, Lumen Technologies, T-
Mobile US, Verizon Enterprise Solutions, Zayo Group

* EU - Deutsche Telekom Global Carrier Germany (DE), Arelion
(SE), Orange (FR), Telecom Italia Sparkle (IT), Telxius
(Subsidiary of Telefonica) (ES)

e UK - Liberty Global

e Japan - NTT Communications
* Hong Kong - PCCW Global

* |ndia - Tata Communications
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Jednotny adresni system

* Pro Evropu, Stredni vychod a postsovestske republiky
- RIPE NCC Price/IP Price Per IP - /17 and Smaller

$40.00

* Distribuce IP, ASN =~ N

$30.00

e Nedostatek IPv4

$20.00

e Cena cca $40

$10.00

$5.00

$0.00
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Jednotny adresni systéem

RIPE NCC
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Jednotne standardy

* Obvykle IETF
* Pripadne W3C

* Problém spise kreativni implementace nékterymi
vendory
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Zadost min. pro digitalni transformaci UA

e Michailo Fedorov - adresovano ICANN a RIPE NCC

e Zruseni delegace .ru, .su a .pd
e Vypnuti kofenovych servert na Gzemi RF

e Zruseni alokace IPv4 a IPv6 pro ruske subjekty (tzv.
LIRY)

Sincerely yours,

\ 4/ 0 N\
B,

, /’\' »% \Mykhailo FEDOROV
18 €| w )
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Reakce

* RIPE NCC, ICANN, ISOC — neni to prvni podobna zadost,
zUstavame neutralni, vize jednotného funkéniho Internetu,
ICANN uvolnil financni prostredky

e Prekvapiva reakce THAWTE — revokace nékterych certifikatu

* napr. vib.ru
e Dot&ené weby rychle migrovaly na jiné certifikaty | ssms
* Reakce CENTRuU — vylouceni .ru

e A co sankce?

e Problémy s platbami
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A neodstrihne se Rusko samo?

* Rusko se jiz delSi dobu pripravuje — zakon o
suverénnim internetu
e Vlastni DNS korenové servery - povinné pro ISP
e Povinna registrace IP zdroju (IP adresy a ¢isla AS)
e Uspé3né“ cviCeni v roce 2019
TI'OCYIJAPCTBEHHAS [IVMA
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BCEro: 3

route:
org:
descr:
origin:
mnt-by:
Ccreated:

last-modified:

source:

81.177.96.0/19
RANR-7707049388-0ORG
ROSTELECOM NETS
AS12389
RANR-7707049388-MNT
2021-03-22T14:02:35Z
2021-03-22T14:02:35Z
RANR

inetnum:
netname:
country:
org:
admin-c:
tech-c:
status:
notify:
mnt-by:
mnt-lower:
mnt-routes:
created:

last-modified:

81.177.96.0 - 81.177.127.255

RU-RTK-20030115
RU
RANR-7707049388-0ORG

RANR-8685721831-PERSON
RANR-8685721831-PERSON

LEGACY

ripe@rt.ru
RANR-7707049388-MNT
RANR-7707049388-MNT
RANR-7707049388-MNT
2021-05-21T13:47:32Z
2021-05-21T13:47:32Z

source: RANR

route: 81.177.103.0/24

org: RANR-7707049388-0RG
descr: ROSTELECOM NETS
origin: AS12389

mnt-by: RANR-7707049388-MNT
created: 2021-03-22T14:02:20Z2

last-modified:

source:

2021-03-22T14:02:20Z
RANR




A neodstiihne se Rusko samo?

* NSDI - HaynoHansHaa Cuctema loMeHHbIX VIMEH

e 194.85.254.37 — kofenovy server - AXFR
* a.auth-nsdi.ru, b.auth-nsdi.ru
e a.res-nsdi.ru, b.res-nsdi.ru
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A neodstfihne se CeskoRuske samo?

* Projekt FENIX

e Tez vlastné systém pro odstfizeni od Internetu —
last resort — jiny ucel

* Dobrovolné u peeringového uzlu NIX.CZ (i SK a AT)
* VVysokeé naroky na Clenstvi v‘v
e Komunikace a sdileni dat FENIX

* Probléemy s certifikaty a poskytovateli cloudovych
sluzeb
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Tak rozstepi se nam Internet?

* Tezko predikovat

* Nevyhody pro obé strany

* Rusko mozna pripraveno (Zapad to neresi)

e Zalezelo by na zpUsobu a téz ¢asovém intervalu
* |nternetovy ekosystém zatim odolal
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Déekuji za pozornost!

Ondrej Filip * ondrej.filip@nic.cz
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