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Random subdomain utok: princip

-

[http://www] !
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I
utocnikuv rekurzivni autoritativni
JavaScript resolver server
nevedouci neni cilem cil
spolupachatel utoku
vedlejsi
skody
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Random subdomain utok: obrana

* Bez DNSSEC

* komplikovana heuristika
* nutno prizpusobovat utokum
* | nepodepsane domeny

* S DNSSEC

e deterministické reseni — agresivni cache
* jen podepsane zony
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Agresivni cache: princip

$ dig +dnssec nonexistent.example.com

;5 AUTHORITY SECTION:
example.com. NSEC www.example.com.
NS SOA
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Agresivni cache: ocekavani

* Pouzijeme NSEC/NSEC3 zaznamy

* snizeni latence

* snizeni spotreby zdroju

e zlepseni ochrany soukromi

* zlepSeni odolnosti proti Utokum
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Agresivni cache: efektivita

e /pusob dotazovani

* normalni provoz
e random subdomain utok

* Rozlozeni jmen v DNS zone
* Wildcardy
e TTL
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Agresivni cache
VS.
Normalni provoz
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Normalni provoz: experiment

e Prehravame PCAP na resolver

e agresivni cache vypnuta / zapnuta
e Zaznamenavame

* provoz k autoritam
e odpovedi resolveru

* Méerime

e poCet paketu k autoritam
e datovy tok k autoritam
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Ocekavani vs. Normalini provoz

e Root zdna

* omezeni nesmyslinych dotazu
— zastavi 50-65 % dotazu na root
e [/ ochrana soukromi

e Ostatni zony

* minimalni dopad
* nedostatek podepsanych zon?
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Agresivni cache
VS.
Random subdomain utok
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R.S.U. provoz: dotazy

* 1000 simulovanych klientu
e Dalsi dotaz po odpovedi na predchozi

* Pseudonahodna jména (256 bitu)

e GCZDKQIS7TF7/TTHXBIBC4HHZDYTFCPH5XLR6P
GEISWIESK7BS45WQ.test.knot-resolver.cz. A

e GCZDKQIS7F/TTHXBIBC4HHZDYTFCPH5XLR6P
GEISWIESK7BS45WQ.test.knot-resolver.cz. AAAA

e OF6OVT2SNIV54B7HI77V5TJ3TFVULNSAMQ2Z6I
WQX6GBHQ254LNQ.test.knot-resolver.cz. A
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R.S.U. provoz: experiment

e Testovaci autorita

* podepsana pomoci NSEC
e extrapolace pro NSEC 3: (tok * 1.5)

* Prehravame nahodna jména na Knot Resolver
e Zaznamenavame provoz k autoritam
* Méerime

* pocCet paketu k autoritam
e datovy tok k autoritam
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R.S.U. provoz: nastaveni

e autorita — Knot DNS 2.6.4

e RSASHA256 2048 b, automatické podepisovani
- velké odpovedi
* resolver — Knot Resolver 2.1.1

e cache 20 GiB
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R.S.U. scénare

* Nepodepsana zona — referencni hodnota
* Podepsané zony

e SOA minimum, NSEC TTL

- 3600s/60s
* rozlozeni jmen — skutecné zény z .cz

- mala s wildcardem (50 jmen + 1 wildcard)
- stredné velka (14k jmen)

- velka (110k jmen)

— obrovska (1M jmen)
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pakety k autorite [paket/s]
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pakety k autorité [% paketu/s k nepodepsané zoné]

R.S.U.: nepodepsana zéna (v %)
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pakety k autorité [% paketu/s k nepodepsané zoné]

R.S.U.: 50 jmen + wildcard, TTL 60
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, TTL 3600

: 14k jmen
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Oéekavani vs. R.S.U. provoz

* 11 Vyrazne lepsi vyuziti cache

* 11 Vyrazneé mensi zatizeni site

e zastavi R.S.U. provoz (postupné)

* NSEC je efektivnéjsi nez NSEC 3

e RSA 2048 b NSEC 3 => 150 % velikosti NSEC
* NSEC i NSEC 3 poskytuji efektivni ochranu

e agresivni NSEC 3 zatim resolvery neumi
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Upgradujte, podepiste, VALIDUJTE

°o [/

°o [/

°o [/

Ochrana soukromi (unik dotazu jako .home)
Ochrana proti random subdomain utokum

Odstranéni problému s EDNS

e konec podpory v unoru 2019

* lightning talk
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Knot v lete 2018

KNOT KNOT
DNS RESOLVER
* Knot DNS 2.7 * Knot Resolver 2.4
e Zlepseni vykonu * Podpora NSEC 3

» Security audit v agresivni cache

e DNS cookies
Twitter @KnotDNS
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